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Background 
This project is a collaborative effort between the National White Collar Crime Center 

(NW3C), the International Association of Chiefs of Police (IACP), and the Office of 

Community Oriented Policing Services (the COPS Office), U.S. Department of Justice. The 

project aimed to identify the most common types of internet/computer-related scams, and to 

develop an instructional tool to help potential victims avoid being victimized by these 

scams. NW3C reviewed the fraud alert sections of the websites of the 50 state 

Attorneys General (AGs), under the assumption that the types frauds appearing on 

each site would be representative of the frauds most reported to each AG, therefore 

accurately representing the types of frauds of most concern in each respective state. To 

ensure a comprehensive review, fraud information was also obtained from other well-

known sources including the Federal Trade Commission (FTC), the Federal Bureau of 

Investigation (FBI), the Internet Crime Complaint Center (IC3), the Better Business 

Bureau (BBB), and the American Association of Retired Persons (AARP).  

 

The review showed a number of similarities and differences among states. It was not 

uncommon to see similar scams titled differently from state to state. It was also not 

uncommon to see certain types of scams occurring only in one state and not any of the 

others.  

 

Mission  
The mission of this project is to educate members of the public about various 

internet/computer-related scams, provide them with tools, information, and resources to 

protect themselves and to take action if they are victimized. The scams include identity 

theft, auction fraud and non delivery of products, health-related fraud, romance scams, 

work-at-home scams, computer crimes, real estate scams, credit/debit card fraud, and 

advance fee fraud.  These Powerpoint presentations are intended to be delivered by law 

enforcement professionals to members of the community.  
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Note to Instructor 
Use these PowerPoint presentations as a guideline. Do not hesitate to use your own 

expertise and experience to expand on the material included.  **Please note, when 

attempting to open the Powerpoint files on your computer, a text box requesting a 

password will open.  Click the “Read Only” button, and you will be able to run the 

Powerpoint presentation as normal.** 

 

In addition to these Powerpoints, a Cybercrime Prevention brochure is also available for 

download and is meant to be used as a take-away resource for attendees.  The 

brochure is available in six languages—English, Arabic, Chinese, Korean, Spanish, and 

Vietnamese—and is designed for 2-Sided/Duplex print (instructions following): 

1. Select the “Properties” button located in the Print dialog box. The Printer 

Properties dialog box should appear, with an option for 2-sided/Duplex printing 

within the dialog box. 

2. Select “2-Sided Print, Flip on Short Edge” or “Flip on Short Edge” from the 

dropdown (options vary by printer).  

3. Select “OK” once the appropriate print options have been selected.  

4. Before selecting the “OK” to send the document to print, set the Page Scaling to 

“None”. By default, this option will typically be set to “Shrink to Printable Area”. 

5. Once printed, the brochures may be folded with a tri-fold. 
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Identity Theft  
Identity theft is committed in a variety of different ways, often involving any of a number 

of types of scams to achieve the primary goal of obtaining the personally identifiable 

information (PII) required to successfully access a victim’s credit, bank account, health 

insurance or in some other manner misrepresent themselves as the person whose PII 

was stolen.  

 

There are those who possess the skills to hack into systems and steal the PII of millions 

of people at a time, such as the data breaches occurring in 2013 and 2014 making 

headlines and affecting victims across the country.  

 

According to the Verizon Data Breach Investigations report for 20141,  

• In March 2013, Evernote, a note taking and archiving service was penetrated and 

the emails, user names and passwords of more than 50 million customers were 

compromised.  

• In July 2013, Harbor Freight, a chain of 455 stores, had its nearly 200 million 

customers’ personal information compromised.  

• In August 2013, the Twitter accounts of CNN, the Washington Post, Time 

Magazine, Social Flow and the New York Times and New York Post were all 

compromised.  

• In September 2013, some of America’s largest data brokers, including Lexis-

Nexis, Kroll, and Dun & Bradstreet were penetrated.  

• In October 2013, the software company ADOBE stated that more than 41 million 

customers’ accounts had been compromised.  

• In November 2013, major retailer Target suffered a data breach that exposed the 

identities and credit card information of more than 100 million shoppers during 

the holiday season.  

 

                                                             
1 http://www.verizonenterprise.com/DBIR/2014/reports/rp_dbir-2014-executive-summary_en_xg.pdf 
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As damaging as the above incidents may have been, an identity thief doesn’t need the 

skills to hack into large company systems to steal the identities of millions of customers. 

There are a number of simpler ways to steal PII that still results in victims having their 

identities compromised, providing access to credit card accounts, bank accounts, health 

care information and a variety of other critical information.  

 

Identity Theft Presentation  

Identity Theft

This project was supported by Cooperative Agreement Number 2013-CK-WX-K027 awarded by the Office of Community Oriented Policing Services, U.S. Department of Justice. The opinions contained herein are 
those of the author(s) and do not necessarily represent the official position or policies of the U.S. Department of Justice. Reference to specific agencies, companies, products, or services should not be considered 
an endorsement by the author(s) or the U.S. Department of Justice. Rather, the references are illustrations to supplement discussion of the issues.
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Identity Theft

Meet Jonathan
• Investment Advisor

– 10 years with a local 
investment firm

• Highly educated
– Master’s Degree in Finance and 

Risk Management

• Tech savvy
• Hobbies

– Photography
– Wine collecting

 
 
Meet Jonathan McCutchin. Jonathan is an Investment Advisor at Smith & Jackson, a 

local investment firm. He is highly educated, has a master’s degree in finance and risk 

management and has been with the firm for 10 years. He is very tech savvy and has a 

number of hobbies including photography and wine collecting.  

Identity Theft

Email notification received
Dear Valued Customer,

Due to the recent amount of fraudlent messages that targeted our 
customers. West National Bank has decided to upgrade the security 
of our online banking digital system. To do this we need proper 
verification of each and everyone of our customers. We were unable 
to reach you by phone thereby sending this email as an alternative 
to please verify you’re account information by clicking on the Login 
button below

Failure to do this within 24hrs will lead to restricted access to your account

 
Last week while on lunch break, Jonathan received an email from his bank stating they 

were in the process of updating security measures and he would need to log on and 

update his personal account information. Not questioning the email, he quickly logs on 
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and updates all of his personal account information providing his current password and 

username.  

 

Identity Theft

Bank card declined
• Jonathan and his fiancée attend 

a wine tasting event
• Before leaving the event 

Jonathan pays for their drinks 
and appetizers

• Waitress informs Jonathan that 
his card was declined

• Jonathan provides a credit card 
and the transaction was 
approved

 
 
Later that evening Jonathan and his fiancée go to a wine tasting event at a local 

restaurant. After participating in the tasting and having some appetizers, Jonathan asks 

his waitress for their bill. The waitress comes back and informs him that his card was 

declined. She apologizes and states that there may be something wrong with their 

system. He then hands her his credit card. She comes back and says it went through 

and everything was fine. Jonathan doesn’t think anything more about it.  
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Identity Theft

Bank contacted
• Checking account has a 

negative balance
• The email he received 

wasn’t from the bank
• An attempt to transfer his 

Home Equity Line of Credit 
(HELOC)

 
 
The next morning on his commute to work, Jonathan starts to think a little bit more 

about his card being declined the night before. He decides while sitting in traffic to 

contact the bank to ask them about the email he had received and to also check on the 

balance of his account. After just a few minutes on the phone, he finds out that his bank 

account has a negative balance and there was an attempt to transfer his Home Equity 

Line of Credit.  

 

Identity Theft

Credit report
checked

• New accounts have been opened 
in Jonathan’s name
• Amazon Prime
• PayPal

• Credit card applications have 
been submitted in his name

Obtain Credit Report:
Annualcreditreport.com

Freeze Credit:
Equifax.com
Experian.com
TransUnion.com
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Jonathan has been advised by the bank to check his credit report and to potentially 

have his credit temporarily froze. After obtaining a credit report from 

Annualcreditreport.com, he notices there has been some activity over the past couple of 

days. He sees that a new account has been opened through Amazon and there have 

been credit card applications submitted in his name and using his personal information. 

As you can see on the left of the screen, a good way to obtain a free credit report is 

through Annualcreditreport.com. Also, if you think your identity has been compromised, 

you should immediately contact either Equifax, Experian, Transunion or all of the above 

and have your credit frozen.  

 

Identity Theft

What is identity theft?
• IC3 – Identity theft is the illegal use of 

another person’s identifying information 
(such as a name, birth date, social security 
and/or credit card number), and it is one of 
the fastest growing crimes in the United 
States.

• FTC – When someone appropriates your 
personal identifying information (like your 
Social Security number or credit card 
account number) to commit fraud or theft.

www.ic3.gov

www.ftc.gov

 
 
There are a number of agencies and entities that have defined Identity Theft, but we 

chose to present you with the definitions used by the Federal Trade Commission and 

the Internet Crime Complaint Center. As you can see in both definitions it comes down 

to the illegal use of another person’s identifying information (such as name, date of 

birth, social security number, etc.)  
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Identity Theft

Common identity theft schemes
Guaranteed loans, easy credit offers
• Promises low interest rates or easy credit 

to those who otherwise may not qualify
• The victim is convinced that they need to 

divulge their personal identifying 
information to obtain the offering

Affordable Care Act
• So-called government healthcare 

representatives offering assistance with 
enrollment of Obamacare

• During the enrollment process, the con 
artists gather the necessary information 
to access credit cards and bank accounts

 
 
Guaranteed loans or easy credit offers: Promising low interest rates or easy credit to 

those who may not otherwise qualify. The victim is then convinced that critical personal 

identifying information is needed to open a credit account in his or her names. This 

scam is also known to involve an advance fee for the service thereby victimizing the 

target of the scheme twice. 

 
Affordable Care Act: In 2010 the United States Congress passed The Affordable Care 

Act, otherwise known as Obamacare, requiring individuals to purchase health insurance 

coverage either through the federally facilitated online marketplace, private healthcare 

providers, or through state-run healthcare exchanges. The complex enrollment process, 

further complicated with a troublesome record of technical problems, has intimidated 

many potential users. Consumers throughout the United States have been approached 

by so-called government healthcare representatives offering to assist with the 

enrollment of consumers in what has come to be known as Obamacare. During the 

enrollment process, the con artists were gathering all of the PII necessary to access 

credit and bank accounts, fraudulently obtain healthcare in the name of the victim, and 

commit an array of identity theft-related crimes.  
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Identity Theft

Common identity theft schemes
Work-at-home
• Involves the offer of easy money working from 

home (stuffing envelopes, repackaging and 
reshipping merchandise, etc.)

• Often requires the victim to submit critical 
identification information often including bank 
account numbers to facilitate payment

Lost account information
• Phone call or email from someone claiming to 

represent the bank or credit card company claiming 
their computer systems have crashed

• Victim is then directed to call a particular phone 
number  or a website to update their personal 
information

 
 
Work-at-home: A classic example of a fraud that involves multiple types of scams, this 

fraud involves the offer of easy money working from home stuffing envelopes, 

assembling products, re-packaging and reshipping merchandise, or typing and billing for 

medical facilities. It often requires the victims to submit critical identification information 

including bank account numbers and passwords, allegedly to facilitate payment for their 

services.  The scammer may send payment in the form of a check or money order 

(counterfeit or altered) for more than the contracted amount, then require the victim to 

deposit it and immediately wire the balance back to the scammer (counterfeit check 

scam). The scammer may even claim they need detailed personal information to 

perform credit checks on the victim before allowing them to take advantage of these 

work-at-home opportunities. In addition to the PII the victim provides to the scammer, 

they may be required to purchase items up front (advance fee scam) to perform the 

tasks they are being “employed” to perform. The work they are employed to perform 

may involve repackaging and reshipping (often stolen property or property purchased 

with stolen credit cards). The true injustice of this form of fraud is that it leaves the victim 

actually liable for having facilitated a crime (receiving and concealing stolen property 

and/or conspiracy).  
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Lost account information: The victim of this scam receives a phone call or an email 

from someone claiming to represent a bank or credit card company that has suffered a 

computer crash and needs account information of the victim updated so their accounts 

can remain open and useable. The email may direct the victim to call a particular phone 

number, or it may direct them to a web page set up to look like their banking institution, 

designed to gather their personal information. 

   

In one variation, a guest at a hotel receives a call allegedly from the front desk claiming 

that the computer lost their credit card information and requesting the victim provide it 

over the phone. 

 

Identity Theft

Other ways identities are compromised
• July 2013, the Harbor Freight a chain of 455 stores with close to 200 

million customers was compromised.
• August 2013, Twitter accounts of CNN, the Washington Post, Time 

Magazine, Social Flow, and New York Times and New York Post were all 
compromised.

• September 2013, some of Americas’ largest data brokers, including Lexis-
Nexis, Kroll, and Dun & Bradstreet were penetrated.

• October 2013, ADOBE admitted that they had been penetrated and 
more than 41 million customers accounts had been compromised.

• November 2013, Target Stores suffered a data breach that exposed the 
identities and credit card info of more than 100 million shoppers during 
the holiday season. 2014 Verizon Data Breach Investigations

 
 
In addition to the methods previously mentioned, there are also those who possess the 

skills to hack into systems and steal the PII of millions of people at a time such as the 

data breaches occurring in 2013 and 2014 making headlines and affecting victims 

across the country. 

 

In these types of cases, there isn’t a lot individuals can do to protect themselves from 

falling victim to identity theft.  
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Identity Theft

Identity theft prevention
Could Jonathan’s situation have been 
prevented?

YES
• Before clicking the link, he could have 

verified the email by calling the bank.
• He could have looked for red flags.

– The email was addressed to 
Valued Customer.

– The email stated they had tried to reach him 
by phone. 

– There were misspellings and grammatical 
errors in the email.
• This will depend on the sophistication 

of the scammer.

 
Let’s go back and take a look at Jonathan’s situation. Is there anything he could have 

done to prevent being victimized? YES. As you can see on the screen there are a few 

specific things he could have done that could have prevented this from occurring.  

He first could have called his bank to verify that the email was from them. 

 

He could have looked for red flags 

• The email was addressed to Valued Customer rather than using his 

name. 

• The email stated that they tried to reach him by phone. He could have 

checked to see if he had a missed call. 

• He could have looked a little closer at the email. There were a couple 

of grammatical errors and misspellings. 



15 
 

Identity Theft

Original email from the bank
Dear Valued Customer,

Due to the recent amount of fraudlent messages that targeted our customers. West National 
Bank has decided to upgrade the security of our online banking digital system. To do this we need 
proper verification of each and everyone of our customers. We were unable to reach you by 
phone thereby sending this email as an alternative to please verify you’re account information by 
clicking on the Login button below (lack of punctuation)

Failure to do this within 24hrs will lead to restricted access to your account

 
 
This is the original email that Jonathan received from the bank. As you can see, we 

have pointed out a couple of the misspellings and grammatical errors that were in the 

body of the email. More than likely an email from a financial institution will be well 

written and grammatically sound. People do make mistakes but this is just one of many 

red flags to look for when receiving an email that is requesting you to update and 

account or provide personal information. 

 

Identity Theft

TIPS to avoid victimization
Keep your personal information secure offline

• Keep your personal information secure: Make sure sensitive records are locked 
away and in your home. 

• Shred any non essential papers, credit card solicitations, bank statements, monthly 
bills, and any account transfer offers.

• Only carry what you need on your person.
• When filling out forms at work, your children's school, doctor’s office etc. ask 

specifically if social security numbers are essential.
• Limit the amount of time you leave mail in your mailbox.

– Have the post office hold your mail if you are going to be away from home for extended 
periods.

• Destroy labels: Labels on prescription medications can provide information of use 
to a potential identity thief.
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In addition to the methods previously mentioned, there are also those who possess the 

skills to hack into systems and steal the PII of millions of people at a time such as the 

data breaches most recently occurring in 2013 and 2014 making headlines and 

affecting victims across the country. In these types of cases, there isn’t a lot an 

individual can do to protect themselves from falling victim to Identity Theft.  

 

Identity Theft

TIPS to avoid victimization
Keep electronic devices secure

• Security software is of primary importance: In order to be as secure as possible, be 
sure to keep a good malware/security program on your computer and keep it 
updated.

• Beware of emails from unknown sources: Make it a practice to carefully scrutinize 
all incoming emails. If you don’t recognize the source of the email or if it has an 
attachment that you don’t recognize, don’t open it.

• Use caution around public Wi-Fi sources. Avoid online banking or online bill pays 
while on public network.

• Safeguard your electronic equipment: Laptops, tablets or smartphones should 
never be left unguarded.  There is a large amount of personal information stored 
on these types of devices.
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Identity Theft

What to do if you are a victim
• Report the incident to your local law enforcement agency.
• File a complaint with Internet Crime Complaint center @ 

www.ic3.gov.
• Submit a consumer complaint with the Federal Trade 

Commission @ www.ftc.gov/complaint.
• If you were scammed by someone claiming to represent a 

business, be sure to notify the actual business (bank, credit 
card company, etc).

 
 
Here is a list of ways to report identity theft.  
 

Identity Theft

QUESTIONS

Photo Credits: “94686637 Copyright  fotographic 1980, 2015 Used under license from Shutterstock.com“, “214296676 Copyright  master_art, 2015 Used under license from Shutterstock.com“,  " 191299145 
Copyright Hyena Reality, 2015,Used under license from Shutterstock.com“, "145450405 Copyright  Brian A. Jackson, 2015 Used under license from Shutterstock.com“, " 129348527 Copyright  Minerva Studio , 
2015 Used under license from Shutterstock.com“, " 217088476 Copyright  Minerva Studio, 2015Used under license from Shutterstock.com“, " 127867649 Copyright  Minerva Studio, 2015 Used under license from 
Shutterstock.com“, " 174681002 Copyright  Minerva Studio, 2015 Used under license from Shutterstock.com“, " 123746440 Copyright Minerva Studio, 2015 Used under license from Shutterstock.com“, " 
238393882 Copyright  Minerva Studio, 2015 Used under license from Shutterstock.com“, " 123720997 Copyright  Minerva Studio, 2015 Used under license from Shutterstock.com“,  “122983663 Copyright  
alexskopje, 2015 Used under license from Shutterstock.com“, “113493313Copyright  bannosuke, 2015 Used under license from Shutterstock.com“, “153213146 Copyright  garriphoto, 2015 Used under license 
from Shutterstock.com“

 
 
**Instructor Note: Ask the participants if they have any questions about identity theft, 
prevention tips, or how to report this type of crime.**   
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Work-at-Home Scams 
Spam emails and pop-up advertisements often promise the opportunity to make 

substantial amounts of money by working from home at one’s own pace. The work 

typically consists of stuffing envelopes, transcription, medical billing, product assembly, 

or reshipping of merchandise. Unfortunately, these opportunities are often fraudulent. 

The victim is usually required to provide an up-front fee to purchase supplies, software, 

tools, or training required to perform the work. If the victim receives anything at all in 

return for the advance fee, it is often overpriced commercially-available software that 

could have been obtained elsewhere, or promotional material relating to an expansion 

of the scam they just fell for. Victims often find themselves involved in perpetuating the 

scam to make back their money, thereby running the risk of being implicated in a 

pyramid scheme. Victims of reshipping schemes often learn too late that they have 

been receiving merchandise purchased with stolen credit cards—after they are already 

implicated in a criminal act for which they have little or no defense. 

 

Work-at-home scammers may also commit identity theft, convincing victims to provide 

personally identifiable information (PII), ostensibly for a credit check or to set up direct 

deposit of payroll. 
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Work-at-Home Scams Presentation  
 

Work-at-Home Scams

This project was supported by Cooperative Agreement Number 2013-CK-WX-K027 awarded by the Office of Community Oriented Policing Services, U.S. Department of Justice. The opinions contained herein are 
those of the author(s) and do not necessarily represent the official position or policies of the U.S. Department of Justice. Reference to specific agencies, companies, products, or services should not be considered 
an endorsement by the author(s) or the U.S. Department of Justice. Rather, the references are illustrations to supplement discussion of the issues.

 
 

Work-at-Home Scams

• Bill recently lost his job of 17 years
• He has applied for a number of jobs 

but hasn’t had any success
• He decides to post his resume online 

on various job search sites

Meet Bill

 
Bill recently lost his long-time factory job of 17 years. He has a family to take care of 

and is looking for a new job. But times are tough and Bill hasn’t had much success. 

Worried that he may not find a job, Bill decides to post his resume online on various job 

search sites.  
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Work-at-Home Scams

• 1-2 hours a day
• Repackaging goods and 

printing labels
• Need computer, 

internet, digital camera 
and printer

• No experience needed

Mailing assistant
Bill receives an email

 
 
Within a couple of days of posting his resume online, Bill receives an email from a 

company called Expert Mailing Services. The company is looking for someone to be a 

mailing assistant. The job is described as work-from-home position in which Bill would 

need to work 1-2 hours a day repackaging goods and printing labels. No experience is 

needed but the candidate would need to have a working computer, internet access, and 

a printer.  

 

Work-at-Home Scams

Things are looking up for Bill
• Bill applies for the position and gets a 

call saying he is hired and can make up 
to $1,500 a week!

• He fills out a W-4 with his DOB, 
address, SS# and banking info for direct 
deposit. 
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After reading through the email, Bill decides to apply for the position. Shortly after 

applying he gets a call that provides him with some additional information about the job 

and is told that he can make up to $1,500 a week. Excited about the great news, Bill fills 

out the attached W-4 and provides the required personal identifiable information (DOB, 

SS#, address) along with his bank information so they can direct deposit his earnings.  

Work-at-Home Scams

Bill’s new job is going great 

Bill receives several packages in the 
mail which he forwards to 
addresses in Europe, Russia, and 
former Soviet republics. 

 
 

Work-at-Home Scams

Until…
• Bill receives a notice from the Postal Inspection Service that 

he may have participated in a scam! 
• Bill checks his credit report and learns that several credit cards 

were taken out in his name. 
• Not only did Bill reship stolen merchandise but he also 

reshipped merchandise that was purchased with credit cards 
taken out in his own name. 

• Bill is the victim of a reshipping scam and identity theft.

 
Bill has participated in a scam and has been scammed himself.  
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Work-at-Home Scams

What is a work-at-home scam?
Work-at-home scams usually involve an offer to 
be employed at home, doing some simple task in 
a minimal amount of time for a large amount of 
income. The true purpose is to extort money 
from the victim through check fraud or advance 
payment fee fraud or to perpetrate other crimes
against the victim.

 
 

Work-at-Home Scams

Work-at-Home Scams
• Check Fraud
• Money Laundering
• Reshipping
• Secret Shopper
• Business Opportunities

– Advance-Fee
– Identity Theft

 
 
The next few slides will cover some of the more prevalent work-at-home scams: check 

fraud, money laundering, reshipping, secret shopper, and business opportunities that 

can include advance-fee fraud and identity theft.  
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Work-at-Home Scams

Check Fraud
• Victim receives a check or money order for 

work performed
• Victim is overpaid and instructed to keep a 

small amount and wire back the difference
• Check/money order is counterfeit and 

victim is now responsible for entire amount 
of bad check

 
You’re sent a hefty check and asked to deposit it into your bank account, and then 

withdraw funds to shop and check out the service of local stores and wire transfer 

companies. You keep a small amount of the money for your “work,” but then, as 

instructed, mail or wire the rest to your “employer.” Sound good? One problem: the 

initial check was phony, and by the time your bank notifies you, your money is long 

gone and you’re on the hook for the counterfeit check.  

 

Work-at-Home Scams

Money Laundering
• Check/money order sent to victim is real
• Overpayment takes place with request to wire back the 

difference
• Funds used for the original financial instrument are result of 

some sort of illegal action
• Victim is playing a role in laundering of “dirty” money
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While the financial benefit to the victim in this scam is real and the effort needed to 

make the money is minimal, the legal risk is still quite high and the penalties are very 

real. The victim at this point is taking part in money laundering.  

 

Work-at-Home Scams

Reshipping
• Victim is getting paid to receive merchandise
• They are given some reason why the “employer” cannot 

receive the merchandise
– Laws of their country do not allow
– Substantial taxes if shipped direct

• Victim is actually receiving merchandise that was purchased 
with a stolen credit card and shipping it to the scammer

 
 
In this scam the victim is getting paid to receive merchandise such as electronics, 

jewelry, or some other valuable and easily disposable merchandise. The victim is given 

some reason why the “employer” cannot have the merchandise directly shipped to their 

address, usually claiming that due to the laws of the country in which they are residing, 

they cannot accept or would be substantially taxed if the product were shipped direct. 

What is actually happening is that the scammer is using stolen credit card information to 

purchase valuables, having them shipped to the victim’s address and having the victim 

reship them to the scammer. When the authorities investigate the credit card fraud, it 

leads them to the victim’s address who has now participated in a conspiracy, is guilty of 

receiving and concealing stolen goods and is quite likely to face criminal charges.  
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Work-at-Home Scams

Secret Shopper
• Victim given check/money order to 

deposit in their account
• Given list of merchandise to 

purchase and ship to “employer” 
• Check/money order is counterfeit 

and victim is out the money and 
merchandise purchased and shipped

 
 
The scammer is usually counting on the time delay it generally takes the bank to 

discover that the check or money order is fraudulent. If the victim takes the 

check/money order, deposits it into their account and promptly makes the purchases 

and ships them promptly, the victim will eventually find that they are responsible for the 

total cost of the items they just bought but no longer have in their possession.  

 

Work-at-Home Scams

In the news
• Tresea Judson was looking for a 

job when she saw a local ad for 
mystery shoppers.

• She applied and received a letter 
and a check for $3,990! 

• She was instructed to find a 
MoneyGram branch and wire 
$3,500 back to the company and 
keep $400 for herself (w/$90 fee). 

• All she had to do was send an 
evaluation of how she was 
treated by MoneyGram
employees.

• A week later, check bounces and 
she’s on the hook for entire 
amount plus fees. 

“When I saw that letter I thought it 
was a godsend,” said Judson. “ I 
thought it was an unanswered prayer 
that I had gotten a good job, and I was
happy.”
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What do you think happens to Judson? Judson was instructed to deposit the check into 

her bank account. Then, within two days, she was told to find a Moneygram branch and 

wire $3,500 back to the company. There was a $90 fee to wire the money which left her 

with $400. All she had to do was send in a written evaluation of how she was treated by 

Moneygram employees.  

A week later, the check bounces and now Judson is on the hook for the entire amount 

plus fees.  

http://abcnews.go.com/Business/Economy/print?id=7014111 

 

Work-at-Home Scams

Business Opportunities
• Victim is promised that they will be set up with their own 

work-at-home business
• This may include equipment, software, training and/or a 

client list
• There are several common frauds associated with this such 

as:
– Advance fee
– Unknowing involvement in criminal activity
– Identity theft

 
 
In this type of scam, the victim is promised that they will be set up with their own 

personal home business which often includes the promise of equipment, software, 

training and client lists. There are several other types of common frauds that are often 

associated with this type of scam. 

 
Advance-fee: there is always a fee for advice, equipment, list of potential customers 

and training needed to engage in this home based business venture.  

 
Unknowing involvement in criminal activity: Criminals, often located overseas, 

sometimes use unwitting victims to advance their operations, steal and launder money, 
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and maintain anonymity. For example, they may “hire” the victim as a U.S. based agent 

to receive and re-ship checks, merchandise and solicitations to other potential victims 

without you even realizing that you are participating in criminal activity.  

Identity theft: During the application process, you’re often asked to provide personal 

information that can be used to steal from your bank account or establish new credit 

cards in your name.  

 

Work-at-Home Scams

In the news
• Laura O’Neal wanted to stay at 

home with her child when she 
saw an online ad that promised 
she’d make $12 for every 
envelope she stuffed.

• O’Neal sent $37.94 for a starter 
kit. 

• The starter kit never came and 
O’Neal complained to the Better 
Business Bureau.

• The investigation led to the arrest 
of 27-year-old Matthew Whitley.

• The scam netted him $120,000 in 
just nine months. 

• Taking $37.94 from multiple 
victims really adds up. 

“It seemed like it would work out 
great,” said  O’Neal. “I  could just sit 
here and stuff envelopes and pay 
attention to my daughter and be able 
to make a legitimate paycheck.” 

 
 
But the starter kit never came. O’Neal complained to the Better Business Bureau, which 

forwarded her complaint to the police who had already received 50 similar complaints. 

The investigation led let to 27-year-old Matthew Whitley. It was determined that 

Whitley’s scam had brought him in $120,000 in just nine months. Police arrested 

Whitley at his high-rent condominium filled with a 7-foot poker table, large flat-screen TV 

and seven computers. Taking $37.94 from multiple victims really adds up.  

 

http://abcnews.go.com/Business/Economy/print?id=7014111 
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Work-at-Home Scams

Work-at-home scam prevention
Could Bob’s situation have been
prevented? 

YES
• Researched the company (Better Business 

Bureau) www.us.bbb.org
• Asked lots of questions
• Asked for references
• Not provided personal information up front

 
Let’s go back and take a look at Bob’s situation. Is there anything he could have done to 

prevent himself from being victimized? YES. As you can see on the screen there are a 

few specific things he could have done that may have prevented this from occurring.  

He could have:  

• Researched the company—contact the Better Business Bureau (BBB). Research 

legal requirements, licenses and certifications for particular job duties 

•  Asked lots of questions 

•  Asked for references 

•  Not provided personal information up front 
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Work-at-Home Scams

TIPS to avoid victimization
• Contact Better Business Bureau to find out about the company
• Research company
• Don’t give any money up front
• Don’t provide personal information up front
• Ask lots of questions
• Ask for references
• Research legal requirements, licenses and certifications for 

particular job duties
• Ask if there is a refund policy
• Be wary of offers of advance payment for services
• If it sounds too good to be true, it probably is

 
 

• Contact BBB to find out if company is legit.  

• Do a background check to see if the company has a good track record or not. 

You can do this by simply doing a search on the internet or by going to your local 

library and referencing the “The Work-at-Home Sourcebook” by Lynie Arden.  

• Always be suspicious if a company wants money up front for instructions or 

products. 

 

Work-at-Home Scams

What to do if you are a victim
• Immediately cease all contact with scammer.
• Report the incident to the local police.
• File a complaint with the United States Postal Inspection 

Service. 
• Immediately flag your credit with the three credit bureaus.
• Call  your bank and cancel your account.
• File a complaint with the Internet Crime Complaint Center 

(IC3) www.ic3.gov.
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Work-at-Home Scams

QUESTIONS

Photo Credits: “94686637 Copyright  fotographic 1980, 2015 Used under license from Shutterstock.com“, “214296676 Copyright  master_art, 2015 Used under license from Shutterstock.com“,
“77417080 Copyright bajinda, 2015 Used under license from Shutterstock.com“, “83920210 Copyright Benjamin Haas, 2015 Used under license from Shutterstock.com“, “85839025 Copyright Kzenon, 2015 Used 
under license from Shutterstock.com“, “104193053 Copyright Curioso, 2015 Used under license from Shutterstock.com“, “133104098 Copyright Mega Pixel, 2015 Used under license from Shutterstock.com“, 
“151164671 Copyright Andry_Popov, 2015 Used under license from Shutterstock.com“, “171790418 Copyright Sean Locke Photography, 2015 Used under license from Shutterstock.com“, “189274157Copyright 
Oleg Golonev, 2015 Used under license from Shutterstock.com“, “222984970 Copyright racorn, 2015 Used under license from Shutterstock.com“,“153213146 Copyright  garriphoto, 2015 Used under license from 
Shutterstock.com“

 
 
** Instructor Note: Ask the participants if they have any questions about work-at-home 

scams, prevention tips, or how to report this type of fraud.**  
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Romance Scams  
Often the victim of a romance scam is already looking online for a relationship. The 

victim is contacted by someone who seems to be the victim’s ideal match. Scammers 

use the profile information posted on internet dating sites to select and attract potential 

targets. For example, a recent widow is likely to have inherited death benefits. Someone 

on disability is likely to have an income from social security. A retiree likely has a 

pension. Profile information like education, interests, and hobbies can allow a skilled 

con artist to construct a false profile that seems to be the target’s ideal soul mate—a 

good honest person looking for the same kind of relationship, who shares the target’s 

values and interests.  

 

One telltale tactic of the typical romance scammer is that the scammer quickly attempts 

to maneuver the conversation away from the dating site and onto a private email 

address. The scammer encourages the victim to open up and share as many intimate 

details of his or her life as possible, even intimate photos. In the event that the scam is 

eventually discovered by the intended victim, the scammer will have kept an 

embarrassing record of the intimate comments the victim has said, history of the entire 

sordid affair and how the victim was duped. The scammer threatens to make this 

information public, essentially holding the victim hostage with whatever communication 

they may have shared during their online relationship.  
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Romance Scams Presentation 
 

Romance Scams

This project was supported by Cooperative Agreement Number 2013-CK-WX-K027 awarded by the Office of Community Oriented Policing Services, U.S. Department of Justice. The opinions contained herein are 
those of the author(s) and do not necessarily represent the official position or policies of the U.S. Department of Justice. Reference to specific agencies, companies, products, or services should not be considered 
an endorsement by the author(s) or the U.S. Department of Justice. Rather, the references are illustrations to supplement discussion of the issues.

 
 

Romance Scams

• She has recently lost her husband
• Her daughter just moved to attend an 

out of state college
• She is lonely and ready to start dating
• Her daughter has encouraged her try 

online dating

Meet Katherine

 
 
Katherine lost her husband about a year ago in a car accident. She’s lonely and thinking 

of dating again. Her daughter, who is away at college, encourages her to try online 

dating.  
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Romance Scams

Online Dating Profile
• Katherine takes her daughter’s 

advice and creates an online  
dating profile

• After reviewing some available 
sites she decides to try out 
Dateme.com

 
 
As you can see Katherine has taken her daughter’s advice and created an online dating 

profile on Dateme.com. Over the next few slides we are going to take a closer look at 

Katherine’s profile. 

 

Romance Scams
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Romance Scams

Katherine receives an email
• Unauthorized transactions detected

– Out of state grocery stores
– Out of state restaurants
– One online purchase 

• Dave contacts the bank to put a hold on 
their account and disable their debit cards

• Bank advised Dave to run a credit report

 
 
So what do you think of David’s message? Should Katherine contact him? What should 

she do next? Email him? Check out his dating profile? Ignore him? Katherine decides to 

take a look at David’s profile.  

 

Romance Scams

Meet David
• 53-year-old from Michigan
• Seeking woman 45-59 years of age
• Widowed with no kids
• White man with average build
• Non-smoker
• Occasionally has a drink

 
 
David’s profile says that he is a 53-year-old white male from Michigan and seeking a 

woman between 45 and 59 years of age. He is a widower with no kids and has an 

average build. Let’s take a closer at David’s profile.  
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Romance Scams

 
 
There is not a whole lot of information on here. But let’s take a closer look at the 

information that is provided. ** Instructor Note: Take a closer look at David’s info. Go 

over these sections. Give the audience a chance to give their opinion of David.**  In his 

profile he says that he doesn’t speak English well because he is originally from Spain. 

Do you think this is why the profile is written in broken English? We will learn more 

about David in a minute.  
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Romance Scams

What is a romance scam?
• IC3 – Individuals who use the 
promise of love and romance to 
entice and manipulate online 
victims.
• FTC – An online love interest 
who asks for money is almost 
certainly a scam artist.

 
 
There are a number of agencies and entities that have defined romance scams, but we 

chose to present you with the definitions used by the Federal Trade Commission and 

the Internet Crime Complaint Center. It is important to note with advancements in 

technology, the romance scam has evolved from being an in-person scam to an online 

scam. However, it does still occur in-person. This presentation focuses on the online 

scam.  

 

Romance Scams

How the scam works
• Victim is usually looking for a relationship (i.e. registered on 

dating site, social media).
• Victim is contacted by someone who is their “ideal” match.
• Scammer will quickly try to communicate privately with 

victim.
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Scammers are good at reading a potential target’s profile and constructing a profile of 

their own that is attractive to this individual which often includes a stolen photograph 

from the internet. Often times, scammers may contact a victim via social media as well.  

 

Education, interests and hobbies are often listed in a profile which further enables a 

skilled con artist to seem like the ideal soul mate. The ultimate goal is for the scammer 

to make the victim believe they are communicating with a good honest person looking 

for the same kind of relationship, sharing the same values and interests.  

 

One of the main reasons the scammer wants to steer the conversation away from the 

dating site is so that they can carry on a more intimate conversation and have a record 

of this intimate conversation. The can provide some particularly embarrassing 

information that the scammer can threaten to make public unless the victim gives in to 

whatever their demands may be.  

 

Romance Scams

 
 
Knowing this information, let’s take another look at the profiles of Katherine and David. 

**Instructor Note: Click to view and compare profiles.**  
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David is in Katherine’s age range. He also lives in Michigan, though we don’t know 

where. He is widowed as well. He is the same ethnicity. He doesn’t smoke and only 

drinks on occasion. Based on this profile, he is a pretty good match for Katherine.  

 

Romance Scams

Katherine receives an email
• Unauthorized transactions detected

– Out of state grocery stores
– Out of state restaurants
– One online purchase 

• Dave contacts the bank to put a hold on 
their account and disable their debit cards

• Bank advised Dave to run a credit report

 
 
Let’s look at the message that David sent to Katherine again. David doesn’t want 

Katherine to communicate with him through the dating site. He gives her his personal 

email address and even requests more pictures.  
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Romance Scams

They agree to meet each other
• Katherine and David have been communicating regularly
• After a couple weeks of talking they have finally decided to 

meet
• Then there is a tragedy……

 
 
Katherine and David begin exchanging emails regularly. Just when they are about to 

meet, Katherine gets an email from David saying his mother is sick and he must travel 

back to Spain to care for her. Soon after she receives this email from David…. 

**Instructor Note: Click to show email.**  

 

**Instructor Note: Ask the audience what they think Katherine should do?** Katherine 

decides to send David the $800 and then never hears from him again!  
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Romance Scams

As the scam evolves
• Scammer may have a continuing set of problems and in need 

of financial assistance in order for the couple to meet in 
person. 

• Scammer may try and obtain as much personal information 
about victim as possible to steal their identity or access 
financial accounts. 

• Victim may be enticed to travel and meet scammer and then 
possibly be robbed or even murdered. 

 
 

Romance Scams

Other scam tactics
• Send you gifts, poems, quick 

to confess “undying love” for 
you.

• Ask you to cash a check or 
money order for them.

• Ask you to reship packages.

 
 
Scammers use tragic stories to entice victims to send them money. Also scammers may 

ask victims to cash checks for them or receive funds in the form of cashier’s check, 

money order, or wire transfer, claiming they are out of the country and unable to cash 

the instruments or receive the funds directly. The scammers ask victims to redirect the 

funds to them or to an associate to whom they purportedly owe money. They may even 

tell you to keep a little money for yourself for your trouble and send them the rest. These 
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checks are fake and if you cash them at your bank, YOU are responsible for the total 

amount of the check and any associated fees. The bank may not be able to verify that a 

check or money order is fake for several weeks. 

 

The “Reshipping” scheme continues to change and evolve with time but the underlying 

components remain the same. The scheme requires individuals in the U.S., who 

sometimes are co-conspirators and other times unwitting accomplices, to receive 

packages at their residence and repackage the merchandise for shipment usually 

abroad. The truth is the scammer bought something with a stolen credit card and in 

order to not arouse suspicion by having it shipped to Africa or somewhere abroad they 

have it shipped to your U.S. address. Then you reship the merchandise to them.  

 

Romance Scams

Who is David?
 Profile and original message taken 

from Romancescams.org.
 Picture is of a model named Richie 

Jones.
 Scammers often use pictures from 

modeling sites and sometimes depict 
someone in the military.

 Computer used was tracked to 
Nigeria.

 
 
This profile and first message was taken directly from Romancescam.org. It is a fake 

profile that was created using a stolen picture of a model named Richie Jones. The IP 

address it was sent from is located in Nigeria. It is not known who created it only that it 

is a fake.  
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Romancescams.org features a forum with over 45,000 registered users and more than 

200,000 posts. You can go to it to see what the likelihood is that the person you’re 

talking to is a scammer, research your contact on different social media networks, etc.  

IC3 complainants most often report the countries of Nigeria, Ghana, England and 

Canada as the location of the scammers.  

 

Romance Scams

Who is Katherine?
 She can be anyone, anywhere. 
 Scammers typically target people 

over 40, recently divorced, 
widowed, elderly or disabled. 

 
 
Anyone, any age, any gender can be a victim. However, people who are recently 

divorced, widowed, elderly, or disabled are often targeted and may be particularly 

vulnerable.  
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Romance Scams

Romance scam prevention
Could Katherine’s situation have 
been prevented? 

YES
• She should have never sent money to 

someone she’s never even met
• She could have looked for red flags

– Emails written in broken English
– Wanted to talk to her privately via personal email
– David’s photo looks a little “too good to be true”

 
Looking back at Katherine’s situation could this romance scam have been prevented? 

Absolutely.  

She should have never sent money to someone she’s never even met 

She could have looked for red flags 

• Emails written in broken English 

• Wanted to talk to her privately via personal email 

• David’s photo looks a little too good to be true 

Romance Scams

TIPS to avoid victimization
 Watch for scammer grammar.
 Be aware of ZIP code 23401.
 Too good to be true – probably is.
 Avoid mailing address requests.
 Don’t agree to deposit a check and wire money back.
 Don’t reply to messages asking for personal or financial 

information. 
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On this slide are some ways to avoid falling victim to a romance scam. 

 
Scammer Grammar: Scammers often portray themselves as educated American or 

British businessmen, but English is usually their second language and their messages 

contain frequent misspellings and poor grammar.  **For example, David’s messages 

and profile information was written in broken English and he blamed it on the fact that 

he was originally from Spain.  

 
ZIP Code 23401: Sometimes this zip code is given as part of the scammer’s home 

address in Nigeria, to receive wired funds. It’s actually the zip code for Keller, VA but 

scammers provide it believing American victims expect a zip code. Coincidentally or not, 

234 is the international telephone code for Nigeria.  

 
Too Good to Be True: Some scammers appear to be incredibly good looking, usually 

because the photo on their profile was stolen from an online modeling site. Recently 

scammers have been stealing more average looking photos in order to disguise 

themselves further. ** David’s picture is actually stolen from a model.  

 
Mailing Address Requests: Victims are told their lover would like to send gifts or to 

visit and therefore need the victim’s mailing address, but the true purpose may be to set 

up a reshipping scam or some other variety of the con.  

 
Don’t agree to deposit a check and wire money back: By law, banks have to make 

funds from deposited checks available within days, but uncovering a fake check can 

take weeks. You’re responsible for the checks you deposit: If a check turns out to be 

fake, you’re responsible for paying back the bank. No matter how convincing the story, 

someone who overpays with a check is almost certainly a scam artist. It is very difficult 

to recover any money. Do not send money to people you’ve never met.  

 
Don’t reply to messages asking for personal or financial information: Often the 

romance con artist will invest considerable time winning over the victim and gaining their 
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confidence and trust before developing a problem that requires the victim to provide 

them with funds. When the request eventually comes, it’s time to terminate the 

relationship. **David claimed his mother passed away and he needed funds to return to 

the U.S. 
 

Romance Scams

What to do if you are a victim
• Immediately cease all contact with the scammer! Block their 

email, ignore messages, phone calls, etc.
• Report the incident to your bank(s) and ask them to flag your 

account for any unusual activity. Ask your bank to stop 
payment on any checks you sent to the scammer. 

• If you sent a payment through another financial institution 
such as money transfer service, check to see if payment has 
been picked up yet.

 
 
Contact your email provider for instructions on how to block the scammer’s emails.  

Report the incident to your bank(s) and ask them to flag your account and contact you 

regarding unusual activity.  
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Romance Scams

What to do if you are a victim
• Make copies of your communications and keep all receipts 

and envelopes, anything that can be used as evidence. 
• Report scammer to dating site or social media site you were 

contacted on, the Internet Crime Complaint Center (IC3)
www.ic3.gov.,  local police and Romancescams.org.

• Contact your postal carrier/office and ask that no packages be 
delivered at your home/work. Also bring checks and money 
orders that you received to the post office to make a report 
and turn them over. 

 
 

Romance Scams

QUESTIONS
Photo Credits: “94686637 Copyright  fotographic 1980, 2015 Used under license from Shutterstock.com“, “214296676 Copyright  master_art, 2015 Used under license from Shutterstock.com“,
“73405111 Copyright librakv, 2015 Used under license from Shutterstock.com“, “82328794 Copyright sita ram, 2015 Used under license from Shutterstock.com“, “107863904 Copyright xavier gallego morell, 2015 
Used under license from Shutterstock.com“, “118023301 Copyright KYTan, 2015 Used under license from Shutterstock.com“, “143530636 Copyright Karen Roach, 2015 Used under license from 
Shutterstock.com“, “77092990 Copyright Maria Sbytova, 2015 Used under license from Shutterstock.com“, “88084333 Copyright Maria Sbytova, 2015 Used under license from Shutterstock.com“, “90727972 
Copyright Maria Sbytova, 2015 Used under license from Shutterstock.com“, “96044669 Copyright Maria Sbytova, 2015 Used under license from Shutterstock.com“, “98440487 Copyright Maria Sbytova, 2015 Used 
under license from Shutterstock.com“, “100480945 Copyright Maria Sbytova, 2015 Used under license from Shutterstock.com“, “105364754 Copyright Africa Studio, 2015 Used under license from 
Shutterstock.com“, “106401467 Copyright sattva78, 2015 Used under license from Shutterstock.com“, “113697166 Copyright Maria Sbytova, 2015 Used under license from Shutterstock.com“, “122214280 
Copyright Maria Sbytova, 2015 Used under license from Shutterstock.com“, “125546585 Copyright doomu, 2015 Used under license from Shutterstock.com“, “126600755 Copyright Maria Sbytova, 2015 Used 
under license from Shutterstock.com“, “127894817 Copyright kpathyhka, 2015 Used under license from Shutterstock.com“, “141798031 Copyright Maria Sbytova, 2015 Used under license from 
Shutterstock.com“, “151745162 Copyright Burlingham, 2015 Used under license from Shutterstock.com“, “161317589 Copyright Eduard Derule, 2015 Used under license from Shutterstock.com“, “192462875 
Copyright Syda Productions, 2015 Used under license from Shutterstock.com“, “218030563 Copyright Maria Sbytova, 2015 Used under license from Shutterstock.com“,  “153213146 Copyright  garriphoto, 2015 
Used under license from Shutterstock.com“

 
 
**Instructor Note: Ask the participants if they have any questions about romance scams, 

prevention tips, or how to report this type of fraud.**  
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Health-Related Fraud  
Health-related fraud is any kind of health-related or health insurance-related fraud that 

someone can fall victim to online via the internet, social media or email. It can involve a 

variety of activities. These include the sale of harmful and/or ineffective medications by 

fraudulent online pharmacies, harmful and/or ineffective products such as weight loss 

supplements or health equipment, and health insurance and medical discount card 

scams in which victims’ personally identifiable information (PII) may be stolen. It also 

includes the numerous health insurance and medical discount card scams that often 

include stealing victims PII.  

 

Health-Related Fraud Presentation  
 

Health-Related Fraud 

This project was supported by Cooperative Agreement Number 2013-CK-WX-K027 awarded by the Office of Community Oriented Policing Services, U.S. Department of Justice. The opinions contained herein are 
those of the author(s) and do not necessarily represent the official position or policies of the U.S. Department of Justice. Reference to specific agencies, companies, products, or services should not be considered 
an endorsement by the author(s) or the U.S. Department of Justice. Rather, the references are illustrations to supplement discussion of the issues.
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Health-Related Fraud

• Megan is a second grade teacher.
• Last year Megan repeatedly caught 

various illnesses from her students.
• She decides this year she’s going to 

prepare for flu season ahead of time.

Meet Megan

 
 
As a busy teacher of second-graders, Megan can’t afford to call off sick from work. Last 

year she repeatedly caught various illnesses from her students, so she decides to be 

proactive this year.  

 

Health-Related Fraud

Megan conducts an online search

• Megan starts looking online for the 
prescription flu remedy, Kikaflu.

• She finds an online pharmacy that sells 
it for $39.99 and no prescription is 
needed.

• What a bargain! Megan orders it. 

 
 
Megan knows that many doctors prescribe Kikaflu to help lessen the symptoms of the 

flu. She doesn’t have time to go to the doctor and even with her insurance covering part 

of the cost, the Kikaflu is still quite expensive. She finds an online pharmacy that offers 
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it for $39.99 without a p prescription. So she orders it. **Instructor Note: Kikaflu is a 

fictional prescription flu remedy being used for illustrative purposes.**  

Health-Related Fraud

Megan wakes up feeling sick

There have been a lot of cases of 
flu going around the school. So 
Megan decides now is the time to 
take that Kikaflu she purchased 
online. 

 
Megan wakes up feeling a little under the weather and some of her students have been 

out with the flu. She decides that now is a good time to take that Kikaflu she purchased 

online. 

Health-Related Fraud

But Megan begins to feel worse
• She experiences tightness in her chest, hives 

and dizziness. 
• Megan is rushed to the emergency room
• Analysis of the product reveals that the active 

ingredient is not oseltamivir but cloxacillin 
instead, an ingredient in the same class of 
antibiotics as penicillin.

• Megan is allergic to penicillin

 
Megan is having a severe allergic reaction to the Kikaflu that she ordered from the 

online pharmacy. Instead of the correct active ingredient, this fraudulent version of 
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Kikaflu has an ingredient in the same class of antibiotics as penicillin. Megan and many 

people are allergic to penicillin. Megan has ordered medication from a fraudulent online 

pharmacy.  

 

Health-Related Fraud

What is health-related fraud?
Any kind of health-related or health insurance-related 
fraud that someone can fall victim to online.

It can involve a variety of activities including:
• Fraudulent online pharmacies selling harmful and/or 

ineffective medications
• Harmful and/or ineffective health-related products 

such as supplements for weight loss or health 
equipment

• Health insurance and medical discount card scams

 
 

Health-Related Fraud

Health-Related Fraud 
• Fraudulent online pharmacies
• Fraudulent health-related 

products
• Health insurance scams
• Medical discount card scams

 
These topics will be further explored in the upcoming slides.  
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Health-Related Fraud

Fraudulent Online Pharmacies
Medications can be:
• Expired
• Counterfeit
• Mislabeled
• Contaminated
• Adulterated
• Contain no active ingredient or too much 

or too little active ingredient

 
 
While there are legitimate online pharmacies and we will explore how to detect the ones 

that are in later slides, there are many fraudulent ones online. These pharmacies can 

carry harmful medications that are expired, counterfeit, mislabeled, contaminated, 

adulterated or contain no active ingredient or too much or too little active ingredient.  

 

Health-Related Fraud
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**Instructor Note: Double left click on this clip to get it to play.** This clip comes from a 

National Geographic video called Illicit: The Dark Trade. National Geographic explores 

the dark side of globalization and the underground economy. Based on the book, Illicit, 

by Dr. Moises Naim, highly acclaimed editor of Foreign Policy Magazine, this TV special 

explores the onslaught of illicit activities exploding worldwide and the consequences of 

globalization spurring arms trafficking and human smuggling to money laundering and 

music bootlegging. 

 

Health-Related Fraud

Health-related fraud prevention
Could Megan have prevented this 
health-related fraud ?

YES
• Gotten a prescription from a licensed 

physician.
• Not ordered from a pharmacy 

outside the U.S. 
• Made sure it was a legitimate 

licensed pharmacy.
• Noticed that the bargain price is too 

good to be true! 

 
 
Let’s go back and take a look at Megan’s situation. Is there anything she could have 

done to prevent herself from being victimized? YES. As you can see on the screen 

there are a few specific things she could have done that might have prevented this from 

occurring.  

She could have:  

• Gotten a prescription from a licensed physician 

• Not ordered from a pharmacy outside the U.S.  

• Made sure it was a legitimate licensed pharmacy 

• Noticed that the bargain price is too good to be true!  
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Health-Related Fraud

Signs of Fraudulent Online Pharmacy
• Located outside the U.S. 
• Not licensed in the U.S. by any state agency
• Does not require a prescription
• Very low prices
• Sends spam or unsolicited email offering big 

discounts
• Ships prescriptions worldwide
• Ships drugs from foreign country

 
 
Here are some signs of that an online pharmacy is probably fraudulent: 

• Located outside the U.S.  

• Not licensed in the U.S. by any state agency 

• Does not require a prescription 

• Very low prices 

• Sends spam or unsolicited email offering big discounts 

• Ships prescriptions worldwide 

• Ships drugs from foreign country 
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Health-Related Fraud

Signs of Legitimate Online Pharmacy
• Requires a valid prescription from a doctor
• Requires a detailed medical history from you
• Clearly states their payment, privacy and shipping fees 

on their sites
• Uses secure or encrypted website
• Licensed by state board of pharmacy (or equivalent 

state agency) where the patient is located
• Located in the U.S. and provides a physical street 

address
• Has a licensed pharmacist available for consultation

 
 
Here are some signs that an online pharmacy is probably legitimate:  

• Requires a valid prescription from a doctor 

• Requires a detailed medical history from you 

• Clearly states their payment, privacy and shipping fees on their sites 

• Uses secure or encrypted website 

• Licensed by state board of pharmacy (or equivalent state agency) where the 

patient is located 

• Located in the U.S. and provides a physical street address 

• Has a licensed pharmacist available for consultation 
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Health-Related Fraud

Questionable Health Products

• Miracle Cure!
• Revolutionary Scientific 

Breakthrough!
• Alternative to Drugs or 

Surgery

 
 
Up to this point we have been discussing online pharmacies that CLAIM to sell FDA 

approved medications but what about the other drugs out there? Have you ever seen 

products with these promises attached to them? Pay attention to the wording of the 

product descriptions if they make these huge claims, they are probably bogus.  

Health-Related Fraud

Food and Drug Administration (FDA)

A health product is fraudulent if it is 
deceptively promoted as being effective 
against a disease or health condition but has 
not been scientifically proven safe and 
effective for that purpose. 

 
The FDA says a health product is fraudulent if it is deceptively promoted as being 

effective against a disease or health condition but has not been scientifically proven 

safe and effective for that purpose.  
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Health-Related Fraud

Many fraudulent products make make
make claims related to:
• Weight loss
• Sexual performance
• Memory loss
• Serious diseases such as cancer, 

diabetes, heart disease, arthritis 
and Alzheimer’s 

 
 
Fraudulent health care products not only waste your money but can cause serious injury 

or death. Using unproven treatments can delay getting a potentially life-saving diagnosis 

and medication that actually works. Also fraudulent products sometimes contain hidden 

drug ingredients that can be harmful when unknowingly taken by consumers.  

Health-Related Fraud

Zi Xiu Tang Bee Pollen
• Product marketed for weight loss
• FDA found it contained sibutramine 

which was removed from the market in 
2010 after it was determined it 
increased  risk of heart attack and stroke

• Product has been put on Import Alert 
but still entering U.S. illegally
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Manufacturers and distributors of Zi Xui Tang even created an anti-counterfeiting 

system to persuade consumers that their product is “authentic” and that not all bee 

pollen products are the same. The ruse includes a 16-digit code on the package that 

consumers can use to go online and “validate” whether the product is “genuine” or 

counterfeit.  

 

Health-Related Fraud

Signs that a product is fraudulent 
• One product does it all
• Personal testimonials
• Quick fixes
• All natural
• Miracle cure
• Conspiracy theories 

 
 
One product does it all: Be suspicious of products that claim to cure a wide range of 

diseases. A New York firm claimed  its products marketed as dietary supplements could 

treat or cure senile dementia, brain atrophy, atherosclerosis, kidney dysfunction, 

gangrene, depression, osteoarthritis, dysuria, and lung, cervical and prostate cancer. In 

October 2012, at FDA’s request, U.S. marshals seized these products.  

   

Personal testimonials: Success stories, such as “It cured my diabetes” or “My tumors 

are gone,” are easy to make up and are not a substitute for scientific evidence. 

   

Quick fixes: Few diseases or conditions can be treated quickly, even with legitimate 

products. Beware of language such as “Lose 30 pounds in 30 days” or “eliminates skin 

cancer in days.” 
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All natural: Some plants found in nature (such as poisonous mushrooms) can kill when 

consumed. Moreover, FDA has found numerous products promoted as “all natural” but 

that contain hidden and dangerously high doses of prescription drug ingredients or even 

untested active artificial ingredients.  

 
Miracle Cure:  Alarms should go off when you see this claim or others like it such as 

“new discovery,”  “scientific breakthrough” or “secret ingredient.” If a real cure for a 

serious disease were discovered, it would be widely reported through the media and 

prescribed by health professionals—not buried in print ads, TV infomercials or on 

websites.  

 
Conspiracy theories: Claims like “The pharmaceutical industry and the government 

are working together to hide information about a miracle cure” are always untrue and 

unfounded. These statements are used to distract consumers from the obvious, 

common-sense questions about the so-called miracle cure.  

 

Health-Related Fraud

Health Insurance Scams 
• Scammers selling bogus 

health insurance
– Affordable premiums
– No medical exams
– Guaranteed acceptance 

 
 
Often these scammers target small businesses, unions and associations. These policies 

are fake. It’s only when a policyholder needs the insurance that the game’s up.  
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Health-Related Fraud

Affordable Care Act Scams
Scammers try and con victims 
out of their personal 
information by telling them 
they are going to be issued a 
national  health card.

 
 
Any effort to solicit information from you for national health care should be regarded as 

suspicious. The government does not solicit information over the phone or through 

emails. Hang up on callers, and don’t respond to emails. Also those working for the 

government would never refer to the insurance obtained on the federal or state 

exchanges as “Obamacare.”  

 

Health-Related Fraud

Medical Discount Card Scams
• Presented as substitute for medical insurance
• Discounts on everything from eye exams to 

dental work
• Ads for them can be found all over internet, in 

print and televised media
• Scammers try and get victim to divulge 

personal information
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Health-Related Fraud

TIPS to avoid victimization 
• Check with your state’s department of 

insurance to see if the company is properly 
licensed

• Research it, if you discover complaints, hidden 
fees, false promises, avoid the offer

• Don’t divulge any personal information
• Report your complaint to the Federal Trade 

Commission www.ftc.gov

 
 

Health-Related Fraud

QUESTIONS

Photo Credits: “94686637 Copyright  fotographic 1980, 2015 Used under license from Shutterstock.com“, “214296676 Copyright  master_art, 2015 Used under license from Shutterstock.com“,
“191298941 Copyright  JENG_NIAMWHAN, 2015 Used under license from Shutterstock.com“, “224800615 Copyright  JMiks, 2015 Used under license from Shutterstock.com“, “54522421 Copyright  Alexander 
Raths, 2015 Used under license from Shutterstock.com“, " 214833409 Copyright  jannoon028, 2015 Used under license from Shutterstock.com“, " 83947003 Copyright  T33kid, 2015 Used under license from 
Shutterstock.com“, “108587627 Copyright  chuckstock, 2015 Used under license from Shutterstock.com“, “110402225 Copyright  Stokkete, 2015 Used under license from Shutterstock.com“, “186368387 
Copyright  bochimsang12, 2015 Used under license from Shutterstock.com“, “93881164 Copyright  ULKASTUDIO, 2015 Used under license from Shutterstock.com“, “179022608 Copyright  Steve Cukrov, 2015 
Used under license from Shutterstock.com“, “180412982Copyright  Hurst Photo, 2015 Used under license from Shutterstock.com“, “100466146 Copyright  Kzenon 2015 Used under license from 
shutterstock.com“, “163888526 Copyright  Peter Waters, 2015 Used under license from shutterstock.com“, “226628770 Copyright  Rawpixel, 2015 Used under license from shutterstock.com“,  “153213146 
Copyright  garriphoto, 2015 Used under license from Shutterstock.com“

 
 
**Instructor Note: Ask the participants if they have any questions about health-related 

fraud, prevention tips, or how to report this type of fraud.**   
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Auction Fraud  

The Internet Crime Complaint Center defines auction fraud as “fraud attributable to the 

misrepresentation of a product advertised for sale through an internet auction site or the 

non-delivery of products purchased through an internet auction site.” Online shoppers 

visit auction websites to buy and sell various items in an online format that resembles a 

real-life auction. The most popular and well known auction site is eBay. Prospective 

buyers can bid on almost any item imaginable such as virtual property, antique 

merchandise, or a cheese sandwich. Upon winning, the victim sends payment for the 

auction item. The fraud occurs when the victim does not receive the item or receives an 

item of lesser value than advertised, this is also referred to as a non-delivery scam. 

Resolving a questionable transaction can be difficult, as the victim frequently has little 

information on the seller other than an email address. Attempts to reach the seller may 

be ignored or delayed with lengthy excuses designed to delay resolution.  

 
Auction Fraud Presentation  

Auction Fraud

This project was supported by Cooperative Agreement Number 2013-CK-WX-K027 awarded by the Office of Community Oriented Policing Services, U.S. Department of Justice. The opinions contained herein are 
those of the author(s) and do not necessarily represent the official position or policies of the U.S. Department of Justice. Reference to specific agencies, companies, products, or services should not be considered 
an endorsement by the author(s) or the U.S. Department of Justice. Rather, the references are illustrations to supplement discussion of the issues.
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Auction Fraud

Meet Zach

• College student
– Works part-time while going to college

• Looking to purchase a laptop
– Local stores didn’t have the model he wants

• Starts shopping online

 
Meet Zach, a 19-year-old college student who works part-time while going to school. 

Over the past few months Zach has picked up some extra shifts to purchase a laptop for 

school purposes. 

 

Zach recently went to some local electronics store in search of a new laptop. Realizing 

the laptop he wanted was to not available at the local electronics stores, he took his 

search online to find a better deal.   

 

We all are looking for the best deal when it comes to purchasing expensive items such 

as vehicles, electronics, and home appliances.  
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Auction Fraud

• Zach finds the laptop he was 
looking for

• The laptop is $300 cheaper than 
the normal price

• Zach knows about eBay and feels 
safe making his purchase through 
their site

• Zach creates an account with eBay

Great Deal 
on eBay!

 
After searching online, Zach finds the exact laptop he was looking for on eBay. He is 

familiar with eBay and feels he can get a great deal on the laptop while saving a few 

hundred bucks.  Zach registers for an account by providing his information, first 

name/last name, email address and creating a password. 

 
Common Questions:  (Zach’s Questions) 
How much do I want to pay? We find ourselves at auction sites because we think that 

the final price will be cheaper than what is offered in retail stores and online stores.  We 

usually have an idea of how much we want to spend on something. 

How long will I have to wait?  The downside of purchasing online vs. purchase in 

retail store is the wait time for the item to arrive. Depending on the location and shipping 

options, we may have to pay additional fees for shipping and insurance. Not many 

people want to wait. 

Am I obligated to pay?  Winning an auction is entering an agreement to purchase an 

item or service.  As a buyer, you are obligated to provide payment, usually within 

several days.  If not, your privileges to buy or sell on that particular site may be revoked. 

How do I find out more information from the seller?  Open lines of communication 

are encouraged.   Potential bidders and/or buyers have the opportunity to ask the seller 

questions prior to placing a bid just as you would in a retail store.  
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Auction Fraud

Zach Contacts the Seller
Zach writes:

Good afternoon.  I am interested in the laptop you have listed.  However, the model 
number is not listed in the description.  Could you provide me with some more information?  
Thank you

PCStock responds:
Thank you for your interest.  We have many laptops available and this model is the 

E1450-D.  We also have different options for and additional software we can instal for you 
before shipping.  For faster response, please provide me your e-mail or contact me at 
EZPC125@taipei.cn.   

Zach becomes even more interested and  emails the seller
as requested to inquire about additional software

 
Many online auction sites allow potential bidders/buyers to utilize a messaging system 

to contact the seller to ask additional questions. 

 

The eBay listing of the laptop was missing a key piece of information, but the offer 

seemed too good to pass up.  Zach utilized the form to contact the seller to ask the 

question. The seller responded to Zach, not only answering his question, but to offer 

bonus software that was not listed in the description and to exchange email addresses. 

Auction Fraud

Seller provides additional instructions
EZPC125@taipei.cn writes: 

We have Adobo Creative Suiet for $25, EZ DVD creator for $5, and antivirus programs 
as additional bonuse.  Also, our PayPal account is not accepting payments, however I can 
provide you with a 25% discount off the invoice w/ payment through Western Union. The final 
cost would be $357.24 with software installed.  You may send payment to:

C. Wu, No. 171, Zhong Shan St., Banqiao, Taipei 560-11

Zach responds:
That sounds great! I will send payment tomorrow via Western Union. 

The following day, Zach withdraws $357.24 in cash from 
his account and goes to Western Union.

He completes the required form and hands the money to the cashier.
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The seller responds to Zach with prices for additional software that can be installed on 

the laptop.  It is apparent that there are some misspellings in the email response but the 

offer is too good to pass up.   

 

The seller’s PayPal account is currently not accepting payments, but the seller offers 

Zach an alternative means of sending payment: Western Union (a money transfer 

service that enables people to wire money around the world.) Zach agrees to send the 

payment of $357.24 from the Western Union in his town. 

Auction Fraud

Zach never receives his laptop 

Zach files a claim with eBay
• Claim was denied because there was no evidence of 

buyer/seller communication
• Zach has no way of recovering his money

8 days have passed since sending payment
• Western Union payment picked up
• Original laptop listing removed from eBay
• Seller does not respond to Zach’s emails

 
8 days pass since Zach sent his payment via Western Union. 

 

Zach checks his email several times a day and has not received any confirmation of 

shipment.  Zach contacts Western Union only to learn that the money was picked up the 

day after he sent it. Also, since the payment was sent, the original listing has been 

removed from eBay, but the seller account is still active. 

 

Zach sends several emails with inquiries about the location of the laptop, but they go 

unanswered. 
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Auction Fraud

What is Auction Fraud?
• IC3 – Fraudulent transactions that occur in 

the context of an online auction site.
• FTC – Internet Auction – Non-delivery or 

late delivery of goods that are less valuable 
than advertised: failure to disclose all the 
relevant information about the product or 
terms of the sale; etc. 

www.ic3.gov

www.ftc.gov

 
There are a number of agencies and entities that have defined Auction Fraud, but we 

chose to present you with the definitions used by the Internet Crime Complaint Center 

(IC3) and the Federal Trade Commission (FTC).  

 

Auction Fraud

Subcategories of Auction Fraud (Cont’d)
Hidden Charges
Occurs when the seller adds additional charges for 
postage, shipping and handling of the product.  
The buyer then ends up paying more than 
anticipated.

Fake Bidding
Occurs when the seller bids on their item in an 
attempt to inflate the price.  This can also occur 
when a fake buyer submits higher bids to 
discourage other buyers from competing for an 
item; this is often referred to as bid shielding. 

 
A common tactic for scammers to make money is to add extra charges for postage, 

shipping and handling. The buyer then ends up paying more than anticipated for the 

item. 
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Fake bidding occurs when the seller bids on their own item in attempt to inflate the 

price.  

Auction Fraud

Subcategories of Auction Fraud (Cont’d)
Bid Shielding
Occurs when two people work together to get the lowest price on an item up for bids.  
One person places a low bid while the other puts in an outrageously high bid, scaring 
other bidders away.  In the final moments of bidding, the higher bidder will withdraw 
his bid, leaving the low bid as the best offer.  Sellers may never know why their 
products sold for such a low price.  Some auction sites do not allow the withdrawal of 
bids so that this type of scam cannot happen, eBay however does allow withdrawal for 
legitimate reasons.

Non-delivery
Various fraudulent online schemes induce victims to send payment for merchandise 
and then deliver nothing in return or an item of far less value than expected. 

 
Bid shielding occurs when two individuals work together in order to obtain an auctioned 

item for a cheap price. One bidder places a low-ball bid while another bidder places a 

high bid. The high bid usually discourages other potential buyers. In the final moments 

of bidding, the high bidder retracts their bid allowing the low-ball bid to take the item. 

Most sites don’t allow retraction of a bid, but eBay does under certain circumstances. 
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Auction Fraud

Auction Fraud Prevention
Could Zach have prevented
being scammed while trying to 
purchase a computer?

Yes
• He shouldn’t have allowed the seller to 

convince him to communicate using 
email rather than the auction site 
messenger

• He shouldn’t have made the transaction 
outside of the Ebay site

 
Let’s go back and take a look at Zach’s situation. Is there anything he could have done 

to prevent being victimized? Maybe. As you can see on the screen there are a few 

specific things he could have done that could have prevented this from occurring.  

He allowed the seller to convince him that they could communicate easier through 

personal email. 

He could have looked for red flags 

• The seller was outside of the United States 

• The seller wanted to do the transaction outside of the auction site 

• The seller wanted the money sent via Western Union  
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Auction Fraud

TIPS to avoid victimization
Know your merchant
• Take steps to determine the reputation of the person offering the merchandise.
• Send a “test” email to see if the email address is active and try to obtain a 

physical address rather than merely a post office box. 
• Try to find a phone number for the seller and call the number to see if it is 

correct and working. 
• Research the seller by checking with the Better Business Bureau 

(www.us.bbb.org ), using an internet search engine, or by checking government 
and business websites.

 
Taking steps to determine the reputation of the person offering the merchandise you are 

interested in prior to submitting payment is always a good idea. Most auction sites 

maintain some sort of rating system to advise whether the vendor is a newcomer, long 

time user, what type of reputation they enjoy for fair dealing, and how many complaints 

have been filed against them:  Some auction sites even refuse to allow those with 

negative reputations to do business on their site.  Some other methods of checking on 

the validity of a source include;  

• Send a test email to see if the email address is active.  

• Try to obtain a physical address rather than merely a post office box.  

• Try to find a phone number for the seller and call the number to see if it is correct 

and working.  

• Research the seller by checking with the Better Business Bureau (us.bbb.org), 

using an internet search engine, or by checking government and business 

websites.  
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Auction Fraud

TIPS to avoid victimization
Use a reputable auction service
• Use a reputable third party escrow service, like 

PayPal, or at the very least, pay with a credit 
card to make the purchase. This way you can 
dispute the charge, if services are not 
rendered. 

Protect your privacy
• Never give your Social Security number or 

driver’s license information to a seller. (Be 
cautious if you are asked to supply personal 
information, not needed to make a purchase.

 
Use a reputable auction service: When ordering online, use a reputable third party 

escrow service, like PayPal, or at the very least, pay with a credit card to make the 

purchase. This way you can dispute the charge, if services are not rendered.  

  

Protect your privacy: When purchasing goods through an online auction site, never 

give your Social Security number or driver’s license information to a seller. Be cautious 

if you are asked to supply personal information not needed to make a purchase.  

Auction Fraud

TIPS to avoid victimization
Understand that wiring money is like sending cash
• Scammers often insist that people wire money, especially overseas, because it’s 

nearly impossible to reverse the transaction or trace the money.  If you choose to 
do business in this manner, be prepared for the worst.

If you are the seller:
• To avoid being totally cheated out of the potential revenue for an item being 

offered for sale, a good practice might be to place a “limit” price on the item 
offered, or a price below which you will not sell the merchandise.  At least this 
way, you can be assured that the limit will have to be reached for the item to sell.
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Understand that wiring money is like sending cash: Scammers often insist that 

people wire money, especially overseas, because it’s nearly impossible to reverse the 

transaction or trace the money. If you choose to do business in this manner, be 

prepared for the worst.  

Auction Fraud

How to report auction fraud 
• File a complaint with the online auction site.
• Report the incident to your local law enforcement agency.
• File a complaint with Internet Crime Complaint center @ 

www.ic3.gov.

 
This slide covers what you should do if you have been a victim of auction fraud.  

Auction Fraud

QUESTIONS

Photo Credits: “94686637 Copyright  fotographic 1980, 2015 Used under license from Shutterstock.com“, “214296676 Copyright  master_art, 2015 Used under license from Shutterstock.com“,  "158080031 
Copyright NicoElNino, 2015 Used under license from Shutterstock.com“, "138594755 Copyright JMiks, 2015 Used under license from Shutterstock.com“, "230647237 Copyright guteksk7, 2015 Used under license 
from Shutterstock.com“, " 238272631 Copyright guteksk7, 2015 Used under license from Shutterstock.com“, "222011950 Copyright Aleksandra Gigowska, 2015 Used under license from Shutterstock.com“, 
"256026160 Copyright guteksk7, 2015 Used under license from Shutterstock.com“, "147183470 Copyright LDprod, 2015 Used under license from Shutterstock.com““153213146 Copyright  garriphoto, 2015 Used 
under license from Shutterstock.com“

 
**Instructor Note: Ask the participants if they have any questions about Auction Fraud, 

prevention tips, or how to report this type of fraud.**  
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Advance Fee Fraud 
Advance fee fraud can include many deceptive practices. Criminals convince victims to 

pay a fee to receive something of value, but do not deliver anything of value to the 

victim. It can include promotions for “free” prizes for a fee, foreign lotteries and 

sweepstakes offered through the phone, fax, email, or mail. Another tactic is the 

promise of a loan or credit card that requires you to pay an upfront fee; worthless credit 

card loss protection and insurance programs; the promise that accurate negative 

information can be removed from your credit file for a fee; services offering to recover 

government refunds or unclaimed funds; and other similar schemes.  

 
Advance Fee Fraud Presentation 

Advance Fee Fraud

This project was supported by Cooperative Agreement Number 2013-CK-WX-K027 awarded by the Office of Community Oriented Policing Services, U.S. Department of Justice. The opinions contained herein are 
those of the author(s) and do not necessarily represent the official position or policies of the U.S. Department of Justice. Reference to specific agencies, companies, products, or services should not be considered 
an endorsement by the author(s) or the U.S. Department of Justice. Rather, the references are illustrations to supplement discussion of the issues.
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Advance Fee Fraud

Meet Joe and Gloria
• Retired couple who recently 

decided to downsize from their 
family home and move to Florida

• Since it’s just the two of them they 
decided to purchase a small town 
home in a retirement community

 
Meet Joe and Gloria. The couple are recently retired, and after years of saving, they 

were able to purchase a new home in a Florida retirement community, fulfilling a lifelong 

dream.  

Advance Fee Fraud

Enjoying Retired Life
• Spending time with family
• Enjoying hobby projects
• Playing bingo at the local senior center

 
Since retiring, Joe and Gloria have embraced their simpler, less hectic lives.  They 

spend as much time with family as possible (although this is more difficult since they 

moved to Florida), devoting time to hobby projects, and playing bingo at the local senior 

center.  
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Advance Fee Fraud

Spending More Time Online

• Keeping up with family
• Managing accounts
• Reading news 
• Playing games/contests

• Staying in touch with friends and family
• Managing their retirement accounts online
• Playing online games and reading the news
• Entering an occasional contest

 
Since retiring and moving to Florida, Joe and Gloria spend a lot more time on the 

internet than they used to.  It is important to keep in touch with family and old friends 

since they are so far away now.  And, since retiring, they aren’t bringing in as much 

money as they used to, and it helps that they can monitor their accounts online.  They 

also enjoy other online leisure activities, playing games and entering the occasional 

contest.   You never know, they might get lucky!  

Advance Fee Fraud

Email from the Caribbean 
Lottery Commission

Dear Sir/Madam,     This is to inform you of the release of your winnings in the CARRIBBEAN LOTTERY 
COMMISION OF ARUBA SWEEPSTAKES on the 12th of November 2014.  Your name is attached to ticket 
number 986-11-345-983-936 with serial number 2014-91 which consequently won the lottery in the 2nd

category.

You have approved therefore for a lump sum payout of USD 615, 810 (UNITED STATES DOLLARS ONLY) in 
cash credited to file with REF TQ/2987654818/02 and BATCH NO. 000348729.  This is from total cash prize of 
USD 10,468,770 (US DOLLARS ONLY) shared among 17 (seventeen) international winners in this category, 
CONGRATULATIONS!!!! ACT NOW BEFORE YOUR CLAIM GOES TO SOMEONE ELSE!!!!

To begin your claim, please contact your claims agent, DR, Rose Perez Harris the foreign service Manager of 
ARUBA SECURITY Company on TEL: 011 297 982 5573 FAX: 011 297 982 9015 for the processing and 
remittance of your winning prize money to a designation of your choice.
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Joe cannot believe his luck! He knew that they entered some contests online but never 

dreamed that they would actually win! This money could not come at a better time in 

their lives.  Now they can fully enjoy their retirement and not have to worry about their 

diminished income.  With this money, they can afford to help their children and 

grandchildren with things that they need, like money for emergencies and school tuition. 

Advance Fee Fraud

Joe Contacts Rose Perez Harris
• Joe decides to give Rose Perez Harris a call.
• She confirms that he is a winner and will 

receive the money promised.
• She just needs to confirm some   

information.
• Joe confirms his name and address.

 
Even if it is a scam, Joe decides that it can’t hurt to check it out and gave Rose Perez 

Harris a phone call. She confirms to Joe that he is indeed a winner and will be receiving 

the money promised in the email.  She just needs him to confirm some information for 

her first.  
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Advance Fee Fraud

Just One More Thing…
• Ms. Harris tells Joe that everything is set, except for 

one thing: she needs $500 via Western Union        
for taxes and processing fees.

• Joe wants to discuss this with his wife first, 
but Ms. Harris assures him that he needs 
to act soon or the money will go to 
someone else.

• $500 is a small price to pay for over $600,000.
• Joe wires the money to Ms. Harris. 

 
Ms. Harris tells Joe that everything is set, except for one thing: He needs to Western 

Union $500 for taxes and processing fees.  $500 is a lot of money, and Joe wants to 

discuss this with his wife first, but Ms. Harris assures him that he needs to act soon or 

the prize will go to someone else. After all, what is $500 when you are going to get over 

$600,000 in payout?  So, Joe withdraws the money from his account and wires the 

money to Ms. Harris.  

Advance Fee Fraud

• Joe hasn’t heard anything from Ms. 
Harris, and there is no sign of his 
lottery winnings.

• He tries to call her many times but 
gets no answer, and his emails are 
returned.

• Joe has fallen victim to advance fee 
fraud.

One Month Later and……
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Joe received notification that the $500 was picked up by someone at the Western Union 

office, but he hasn’t heard from Ms. Harris.  He has tried to call her number but gets no 

answer, and there is no way to leave a message.  There is no sign of the check that he 

was supposed to receive from the lottery.  Ms. Harris said that it might take a few weeks 

to arrive, but it should have been here by now. 

Joe is the victim of an advance fee fraud.  

Advance Fee Fraud

What is Advance Fee Fraud?
A scam in which criminals convince victims to pay a fee to 
receive something of value (money, goods, services, etc.) , 
but do not deliver anything of value to the victim.

 
Advance fee fraud is a scam in which criminals convince victims to pay a fee to receive 

something of value, but do not deliver anything of value to the victim. 
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Advance Fee Fraud

Types of Advance Fee Fraud
Lotteries
Victims are notified that they have won some sort of contest.  The only thing 
required is that they provide a fee to collect their prize.

Nigerian Letters 
Victim receives an email stating they have been identified as a trusted person 
to work with the letter writer (usually a government official) to gain access to 
riches.  Victims are required to pay a fee to help free up access to the money.

FBI/Government Agency Scams 
An email appearing to be from an official government agency, claiming the 
victim as committed a crime.  Legal action can be avoided by paying a fee.

 
There are many types of advance fee frauds.  The following types are examples of 

popular ways in which this type of fraud is perpetrated: 

 

Lotteries:  Victim is notified that they have won some form of contest involving a 

valuable prize, whether it is money, merchandise, travel or some other type of valuable 

commodity.  The only thing required from the “winner” is that they provide a fee of some 

sort, usually characterized as a processing or administrative fee, to facilitate delivery of 

the winnings. 

 

419 Letters A.K.A. Nigerian Letters:  This scam involves emails originating from a 

foreign country, usually Nigeria. The victim is notified that he or she has been identified 

as a reputable individual who can be trusted to work with the letter writer—a “high-

ranking Nigerian government employee” who has come into an opportunity to collect 

several million dollars. The victim’s assistance is required to gain access to these funds; 

in return the victim is promised a substantial portion of the funds. 

 

FBI Scams:  Also known as impersonation scams, FBI scams usually involve an 

official-looking email with authentic-looking logos from a government agency—the FBI, 

IRS, Homeland Security, or other agencies—claiming that the recipient has committed 
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an offense and will face legal action. The legal action can be avoided by payment of 

some form of bond or fine.  The victim may be instructed to perform a wire transfer to a 

designated Green Dot money card, which is difficult if not impossible to trace.  

Advance Fee Fraud

Credit Services/Payday Loans 
The promise of a loan or credit card that requires you to pay a fee upfront or 
demands repayment of a loan that you did not take out.

Debt Rescue or Loan Modification
Offers to assist those suffering from bad credit or high levels of debt making 
the rescue effort sound simple, promising significant reductions in monthly 
payments.  The victim is required to pay an upfront fee to use the services.

Classified Ads
Victims answer classified ads for merchandise or services and are asked to 
provide a down payment or partial payment, but never receive the product.

Types of Advance Fee Fraud (contd.)

 
Advance Payments for Credit Services : The promise of a loan or credit card that 

requires you to pay a fee first; worthless credit card loss protection and insurance 

programs; the promise that inaccurate negative information can be removed from your 

credit file for a fee; or services offering to recover government refunds or unclaimed 

funds. 

 
Debt Rescue or Loan Modification Scams:  This scheme typically involves offers to 

assist those suffering from bad credit or high levels of debt making the rescue effort 

sound simple, quick and promising significant reductions in monthly payments.  The 

victim is required to pay an upfront fee to take advantage of the services of the 

scammer, who, if they perform any service at all, are simply doing what the victim could 

have done on their own for free.  

 
Classified Ads:  Victims answer a classified ad for merchandise or services and are 

asked to provide a down or partial payment. Victims pay but never receive the 

merchandise or services. 
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Advance Fee Fraud

Advance Fee Fraud Prevention
Could Joe’s situation have been 
prevented?

YES
• He could have looked for red flags.

– The email wasn’t addressed to Joe
– He didn’t enter the Caribbean lottery
– There were misspellings and grammatical 

errors in the email.
• This will depend on the 

sophistication of the scammer.
– He could have researched the Caribbean 

Lottery Commission to see if they were a 
legitimate lottery retailer.

 
Let’s go back and take a look at Joe’s situation. Is there anything he could have done to 

prevent being victimized? YES. As you can see on the screen there are a few specific 

things he could have done that could have prevented this from occurring.  

He could have looked for red flags: 

• The email was not addressed directly to Joe. 

• He did not enter that specific lottery.  You cannot win a lottery that you do 

not enter. 

• He could have looked a little closer at the email. There were a couple of 

grammatical errors and misspellings. 
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Advance Fee Fraud

Dear Sir/Madam,     This is to inform you of the 
release of your winnings in the CARRIBBEAN 
LOTTERY COMMISION OF ARUBA SWEEPSTAKES
on the 12th of November 2014.  Your name is 
attached to ticket number 986-11-345-983-936 
with serial number 2014-91 which consequently 
won the lottery in the 2nd category.

• You cannot win a lottery that you 
did not enter.

• The email was not directed 
specifically to Joe.

• Logos, “official” seals, and ticket 
numbers are used to try and add 
authenticity.

• Misspellings.

Indicators Within the Email

 
Let’s look at Joe’s original email more closely.  There were clues that pointed to a scam. 

1. You cannot win a lottery that you did not enter.  If you do play a foreign lottery, 

you may be violating federal law. 

2. Scammers often use logos and official looking seals to trick victims into thinking 

that the email is official. 

3. The email was not directed specifically to Joe.  Scammers will often put what 

appear to be specific details regarding your entry (such as the ticket number and 

reference numbers) into an email to trick you into believing that the letter is 

unique when, in fact, identical letters have been sent to thousands of other 

people.  This letter has specific ticket numbers but is not addressed to a single 

person. 
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Advance Fee Fraud

You have approved therefore for a lump sum 
payout of USD 615, 810 (UNITED STATES DOLLARS 
ONLY) in cash credited to file with REF 
TQ/2987654818/02 and BATCH NO. 000348729.
This is from total cash prize of USD 10,468,770 (US 
DOLLARS ONLY) shared among 17 (seventeen) 
international winners in this category, 
CONGRATULATIONS!!!! ACT NOW BEFORE YOUR 
CLAIM GOES TO SOMEONE ELSE!!!!

To begin your claim, please contact your claims 
agent, DR, Rose Perez Harris the foreign service 
Manager of ARUBA SECURITY Company on TEL: 
011 297 982 5573 FAX: 011 297 982 9015 for the 
processing and remittance of your winning prize 
money to a designation of your choice.

• The lure of large amounts of 
money.

• Scammers often ask you to “act 
soon” or “do not tell anyone” 
to encourage you to respond 
sooner.

• Scammers request further 
contact.  Telephone numbers 
and/or email listed may not 
belong to the country or area 
where the prize is supposed to 
be from.

Indicators Within the Email

 
Let’s look at Joe’s original email more closely.  There were clues that pointed to a scam. 

1. The lure of hundreds of thousands of dollars in winnings is designed to grab the 

readers’ interest. 

2. Scammers often ask you to “act soon” or “not tell anyone” to encourage you to 

respond to the email before you can do your research. 

3. Scammers often provide telephone or fax contact information in the hopes that 

you will contact them for further information.  If you do some research regarding 

the numbers listed, you will often find that they have been associated with scams 

in the past or are not connected to the country where the lottery is reporting to be 

from. 
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Advance Fee Fraud

TIPS to avoid victimization
• If you receive an email (especially from another country) 

asking you to send money, personal or identifying information 
in order to receive something else in exchange such as a 
monetary settlement, do not reply in any manner.  

• DO NOT wire money to someone you do not know personally.
• Never call a telephone number that you see in a suspicious 

email.

 
Here are some tips to avoid victimization.  

Advance Fee Fraud

TIPS to avoid victimization (cont.)
• Do not click on any links or open any files contained within an 

email unless you personally know the sender.
• Be skeptical of any individuals representing themselves as 

officials asking for help in placing large sums of money.
• Be wary of business deals that require you to sign 

nondisclosure or non-circumvention agreements that are 
designed to prevent you from independently verifying the 
bona fides of the people with whom you intend to do 
business. 
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Advance Fee Fraud

What to Do If You Are a Victim
• Report the incident to your local law 

enforcement agency.
• Notify your banking institutions.
• Contact your State Attorney General.
• File a complaint with Internet Crime Complaint 

center @ www.ic3.gov.
• Submit a consumer complaint with the Federal 

Trade Commission @ www.ftc.gov/complaint.

www.ic3.gov

www.ftc.gov

 
Here is a list of ways to report your victimization.  

Advance Fee Fraud

QUESTIONS

Photo Credits: “94686637 Copyright  fotographic 1980, 2015 Used under license from Shutterstock.com“, “214296676 Copyright  master_art, 2015 Used under license from Shutterstock.com“, “181104998 
Copyright Sam72, 2015,Used under license from Shutterstock.com“, “150954545 Copyright evka119, 2015,Used under license from Shutterstock.com“, "11558632 Copyright Rob Marmion, 2015,Used under 
license from Shutterstock.com“, “11336398 Copyright  Rob Marmion, 2015 Used under license from Shutterstock.com“, “11434561 Copyright  Rob Marmion, 2015 Used under license from Shutterstock.com“, 
“11454436 Copyright  Rob Marmion, 2015 Used under license from Shutterstock.com“, “11483422 Copyright  Rob Marmion, 2015 Used under license from Shutterstock.com“, “12550048 Copyright  Rob 
Marmion, 2015 Used under license from Shutterstock.com“, “129735743 Copyright  Rob Marmion, 2015 Used under license from Shutterstock.com“, “258951164 Copyright  cigdem, 2015 Used under license from 
Shutterstock.com“, “125572220 Copyright  alexmillos, 2015 Used under license from Shutterstock.com“, “159397175 Copyright  alexmillos, 2015 Used under license from Shutterstock.com“, “161005310 
Copyright  Imagentle, 2015 Used under license from Shutterstock.com“, “153213146 Copyright  garriphoto, 2015 Used under license from Shutterstock.com“

 
 **Instructor Note: Ask the participants if they have any questions about Advance Fee 

Fraud, prevention tips, or how to report this type of fraud.**
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Real Estate Scams 
Real estate scams usually involve scammers trying to sell or rent bogus property or 

property they do not own. They can also involve deceptive and misleading practices 

involving real estate agents and companies, real estate appraisers and appraisal 

services, real estate property management and real estate land developers.  

 
Real Estate Scams Presentation  

Real Estate Scams

This project was supported by Cooperative Agreement Number 2013-CK-WX-K027 awarded by the Office of Community Oriented Policing Services, U.S. Department of Justice. The opinions contained herein are 
those of the author(s) and do not necessarily represent the official position or policies of the U.S. Department of Justice. Reference to specific agencies, companies, products, or services should not be considered 
an endorsement by the author(s) or the U.S. Department of Justice. Rather, the references are illustrations to supplement discussion of the issues.
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Real Estate Scams

Meet Allison
• Recently obtained her 

undergraduate degree
• Preparing to attend a 

different university to work 
on her master’s degree

• Looking for an apartment 
within walking distance of her 
new university

 
Meet Allison James, she has just completed her undergraduate degree and is preparing 

to attend a different university to complete her Master’s Degree. In preparation for the 

fall semester, Allison begins her search for a new apartment within walking distance of 

the university campus. Since she is not from the area, she decides to utilize Craigslist to 

see what apartments are available in the area and the typical prices. 

Real Estate Scams

Apartment found on Craigslist

• Newly renovated 1 bedroom apartment
• Within walking distance of campus
• More affordable than other 1 bedroom 

apartments in the area
• Allison quickly replies to the listing

 
After a few days of looking at the apartments listed on Craigslist, a newly renovated 1 

bedroom apartment comes available. The apartment is exactly what she is looking for 
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and within walking distance of the campus. Knowing how fast apartments are rented, 

she quickly sends a message to the landlord notifying him/her that she is interested in 

the apartment but lives out of town and won’t be able to view the apartment until the 

following week.  

Real Estate Scams

Allison receives email from landlord
Dear Allison,
I have already received a number of requests to view the 
apartment over the next couple of days. The apartment will likely 
be rented by next week! I have attached some additional photos 
of the apartment since you are from out town. If you are really 
interested after looking at the photos, you could wire me a 
deposit to hold the apartment until you are able to come and 
view it. If you decide to not take it, I will refund the deposit.
Let me know your thoughts!
-Dave

 
Within the hour Allison receives an email from the landlord stating that he has had a 

number of requests to view the apartment, and that it likely won’t be available next 

week. He attaches some photos to the email and states that he will hold the apartment 

for her if she wires a $500 deposit to him. He also says if she doesn’t like the apartment 

he will give her the $500 deposit back. 

What should Allison do?  
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Real Estate Scams

The wire transfer
• Dave asks Allison to wire the funds 

through Western Union
• Allison calls and makes the transfer
• She notifies Dave that the money 

should be in his account

Allison never gets a 
reply from Dave!

 
Worried that she may miss the chance on getting this apartment, Allison emails Dave 

back and asks him how he would like to receive the deposit. He said he preferred a wire 

transfer and provides her with his account information so she can wire the money to 

him. Allison makes the call to Western Union and sets up the wire transfer. Once she 

knows the transfer is complete, she emails Dave to notify him that the funds should be 

in his account. She waits for a reply and never hears back from Dave. 

Real Estate Scams

What are real estate scams?
• IC3 – Scams in which criminals attempt to 

sell or rent bogus property or property they 
do not own to individuals.

www.ic3.gov
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The Internet Crime Complaint Center defines real estate scams as a scam in which a 

criminal attempts to sell or rent bogus property or property they do not own to 

individuals.  

Real Estate Scams

Types of real estate scams
Rental and Vacation Property Scams
• The offering of a vacation cottage, beach condo, time-share or some 

other type of short term rental property, usually online, that the 
scammer does not actually have access to.

Reverse Mortgage
• Originally intended to allow elderly (over 65) homeowners who 

qualify, to borrow the equity they have built up in their homes over 
the years, to enhance their retirement income.

• A fraud involving a reverse mortgage using identity theft occurs when 
thieves posing as homeowners use the victim’s personal information 
to obtain a reverse mortgage on the victim’s home.

 
The next few slides will cover some of the more prevalent types of real estate scams 

and then how to prevent being victimized.  

 
Rental and Vacation Property Scams: The victim views photos of the property, often 

obtained from a real estate listing site, conducts their transaction via the internet, 

believing that the person offering the rental has the right to rent the property.  The victim 

submits payment via wire transmission of funds, certified check or money order or some 

other means that do not typically allow recovery of the funds. By the time the victim 

discovers that the property they paid for wasn’t actually for sale or rent, the perpetrator 

has covered the trail and the funds are unable to be recovered.  

 
Reverse Mortgage: If the victim of this type of scam doesn’t discover the act, it may 

actually go undetected until the death of the victim at which time the heirs to the estate 

discover that the home they should have inherited from their parents is now the property 

of the mortgage company. 



90 
 

Real Estate Scams

Types of real estate scams
Loan Modification/Foreclosure Rescue Scams
• The The government offers legitimate loan 

modification programs, but scammers using similar 
literature and official-sounding titles charge fees for 
phony counseling or use bait-and-switch tactics.”

• Foreclosure rescue scams require the victim to pay 
an upfront fee for the for phony counseling/help, 
use bait-and-switch schemes, rent-to-buy-schemes 
or bankruptcy to halt foreclosure. 

 
With the burst of the housing bubble and the economic downturns of the past decade, 

many people found themselves in trouble with their mortgages.  

 
Loan modification: A process by which a lender agrees to permanently or temporarily 

modify terms of a mortgage loan. The goal of loan modification is to reduce the burden 

on the homeowner, allowing them to remain in their home with a reduction in the 

mortgage payment. 

Phony Counseling  

In this scheme, an upfront fee is required in order to negotiate a deal with the lender to 

save the home.  Often times, homeowners are told not to contact the lender, a lawyer, 

or credit counselor.  The “counselor” then takes the fees without performing any 

services.  In some cases, they also insist that all mortgage payments are made directly 

to them, instead of the lender, and abscond with that money as well.   

Bait-and-Switch 

Very simply, in this scheme the homeowner believes they are signing new loan 

documents to make the existing mortgage current.  Instead, the documents surrender 

title of your home in exchange for the “rescue” loan. 
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Foreclosure rescue scams include:  
Rent-to-Buy Scheme 

In this scheme, the homeowner surrenders title but remains in the home as a renter, 

with the ability to repurchase it in the next few years.  The owner often is told they will 

be able to secure a better credit rating to secure new financing, and prevent the loss of 

the home.  In reality, the scam artist walks away with all or most of the entire home’s 

equity, and they lose their home.  Another possible outcome is that the new borrower 

defaults on the loan and you’re evicted. The scammer, having taken over the mortgage, 

can default—leaving the original owner homeless. 

Bankruptcy Foreclosure 

An Individual or company may promise to negotiate with your lender, on your behalf, if 

you pay a fee up front.  They abscond with the fee without contacting the lender, or 

refinancing your loan as promised.  In order to buy time, they file a bankruptcy case in 

your name—many times without the knowledge of the homeowner.  This filing 

temporarily stops the home foreclosure; however, if you are unaware of the bankruptcy 

filing and fail to attend meetings with the creditors, the bankruptcy judge will dismiss the 

case and the foreclosure will proceed.  The homeowner not only stands to lose their 

home, but a bankruptcy stays on your credit report for ten years and can make it difficult 

to obtain credit, buy a home, or sometimes get a job. 
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Real Estate Scams

Real Estate scam prevention
Could Megan’s situation have 

been prevented?  
YES

• She should have never made a deposit on an 
apartment she had never seen

• She could have looked for red flags
– The deal was “too good to be true”

• Newly renovated, within walking distance of campus, and 
much cheaper than any other comparable properties

– Correspondence only occurred through email
– Persuasion tactics

• Already a number of people interested and the apartment 
wont be available next week

– Request for deposit to be wired
• Wiring money is the surest sign of a rental scam

 
Let’s go back and take a look at Allison’s situation. Is there anything she could have 

done to prevent being victimized? YES. As you can see on the screen there are a few 

specific things she could have done that could have prevented this from occurring.  

She should have never made a deposit on an apartment she had never seen. Also she 

should have recognized the following red flags:  

•  The deal was “too good to be true” 

•  Correspondence through email only 

•  Persuasive tactics 

•  Request for deposit to be wired 
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Real Estate Scams

TIPS to avoid victimization
• Never wire money.

– The FTC says a request to wire money is the surest sign of an internet rental 
scam.

• Beware of below-market rate rental offers.
– Consumers will be tempted to act quickly to take advantage of a “too good to 

be true” deal. 
• Never provide a security deposit or first month’s rent before meeting the 

landlord or signing a lease. 
– Always visit the apartment or house they are about to rent and meet the 

property owner before signing a lease.
• Use caution if a property owner claims to be outside of the United States. 

– If the rental unit is overseas, then paying with credit card or through a 
reputable vacation rental website is appropriate.

 
 

Real Estate Scams

TIPS to avoid victimization
Advice from the Florida Attorney General on timeshare and vacation rentals
• Be wary of the hard sales pitch.

– Salesmen may try imply that the papers have to be signed the same day.
– Read your contract to determine what cancellation rights you have.
– Consider whether you will want to return to the same vacation spot each year.

• Be wary of the “too-good-to-be-true” claims.
– Your resort is located is "hot" and that they are being overwhelmed with buyers.
– There are currently people who are interested in buying your timeshare.

• Be wary of up-front fees.
– Most resale companies require you to pay a $300-500 advance listing fee, 

before the sale of your timeshare can take place. You may want to opt for a 
company which will wait for its fee until the sale goes through. 

 
Information found: 

http://myfloridalegal.com/__85256CC5006DFCC3.nsf/0/9161973EE14FDB1A85256CC

900600947?Open&Highlight=0,scams. 
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Real Estate Scams

What to do if you are a victim
• Report the incident to your local law enforcement agency.
• File a complaint with Internet Crime Complaint center @ 

www.ic3.gov.
• Submit a consumer complaint with the Federal Trade 

Commission @ www.ftc.gov/complaint.
• If you were scammed by someone claiming to represent a 

business, be sure to notify the actual business (bank, credit 
card company, etc).

 
 

Real Estate Scams

QUESTIONS

Photo Credits:  "39571216 Copyright Andy Dean Photograpy, 2015 Used under license from Shutterstock.com“, "58771618  Copyright arek_malang 2015 Used under license from Shutterstock.com“ , " 58771630 
Copyright arek_malang 2015 Used under license from Shutterstock.com“ , " 70301212 Copyright arek_malang 2015 Used under license from Shutterstock.com“ ,  " 70301233 Copyright arek_malang 2015 Used 
under license from Shutterstock.com“, " 88482847  Copyright krsmanovic 2015 Used under license from Shutterstock.com“, " 137587865 Copyright StacieStauffSmith Phtos 2015 Used under license from 
Shutterstock.com“, " 946896637 Copyright fotographic 2015 Used under license from Shutterstock.com“, " 214296676 Copyright master_art 2015 Used under license from Shutterstock.com“, " 82328794 Copyright 
sita ram 2015 Used under license from Shutterstock.com“, “153213146 Copyright  garriphoto, 2015 Used under license from Shutterstock.com“

 
**Instructor Note: Ask the participants if they have any questions about Real Estate 
Scams, prevention tips, or how to report this type of fraud.**   
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Credit/Debit Card Fraud  
Credit card fraud is actually a form of identity theft involving the illicit taking of another’s 

credit card information for the purpose of charging purchases or making cash 

withdrawals from the victim’s account. There are multiple ways for thieves to gain 

access to the cards themselves and/or the information needed to clone them. Other 

forms of credit card fraud can include account or billing issues such as interest rate 

changes, late fees, credit disputes, and overcharges; fraudulent credit card offers; 

phishing attempts; and other schemes. 

 
Credit/Debit Card Fraud Presentation 

Credit/Debit Card Fraud

This project was supported by Cooperative Agreement Number 2013-CK-WX-K027 awarded by the Office of Community Oriented Policing Services, U.S. Department of Justice. The opinions contained herein are 
those of the author(s) and do not necessarily represent the official position or policies of the U.S. Department of Justice. Reference to specific agencies, companies, products, or services should not be considered 
an endorsement by the author(s) or the U.S. Department of Justice. Rather, the references are illustrations to supplement discussion of the issues.
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Credit/Debit Card Fraud

• Married 20 years
• Family of four
• Financially stable
• Have recently taken on the 

responsibility of Dave’s parent’s 
finances

Meet Dave and Linda

 
Meet Dave and Linda Sampson. Dave and Linda have been married 20 years and have 

two children. Dave has recently taken on the responsibility of being power of attorney 

for his elderly parents. While his parents are still able to live on their own, they asked 

Dave to help keep track of their finances and help them make financial decisions. 

  

Credit/Debit Card Fraud

Missing mail
• Dave picks up his parents’ mail 

every other day
• He has been expecting a piece of 

mail from the courthouse
• He contacts the courthouse and 

they assure him it was sent last 
week

 
In addition to looking over his parents’ finances, Dave stops by every other day to get 

the mail for his parents. With their age it has been too much for them to get down to the 
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bottom of the driveway. He has been expecting a piece of mail from the courthouse to 

be delivered to his parents’ address. After a week he begins to question whether it was 

sent. He contacts the courthouse and they assure him they sent the document out last 

week. During his conversation with the clerk, she promises to mail out another copy.  

 

Credit/Debit Card Fraud

Unauthorized charges
• Unauthorized transactions detected

– Out of state grocery stores
– Out of state restaurants
– One online purchase 

• Dave contacts the bank to put a hold on 
their account and disable their debit cards

• Bank advises Dave to run a credit report

 
 

Dave suspects that someone may have taken some of his parents’ mail but isn’t positive 

that is what happened. Later that evening Dave decides to sit down with his wife and go 

through his parents’ monthly online bank statement. As he goes through the 

transactions he notices a string of purchases over the past few days at stores and 

restaurants that he doesn’t recognize.  

 

Dave immediately gets on the phone with the bank to put a freeze on his parent’s 

account and have their cards disabled. While on the phone with the bank, he is advised 

to run a credit report and possibly even freeze his parents’ credit until he can be sure 

what information was obtained by the scammer.  
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Credit/Debit Card Fraud

Credit report checked
• Dave runs a credit report for 

each of his parents
– annualcreditreport.com
– No suspicious activity found in the 

report

• Credit bureaus contacted to 
freeze credit
– Equifax.com
– Experian.com
– TransUnion.com 

 
After speaking with the bank Dave decides to go to annualcreditreport.com and run a 

credit check on both his parents. Fortunately there is no suspicious activity found on in 

their credit reports, at least at this point. Just to be safe Dave decides to contact the 

credit bureaus to put a temporary freeze on his parents’ credit.  

Credit/Debit Card Fraud

What is credit/debit card fraud?
• IC3 – Fraudulent unauthorized charging of 

goods and services to a victim’s credit/debit 
card. 

• FTC – Account or billing issues, including 
interest rate changes, late fees, credit 
disputes, and overcharges; fraudulent 
credit card offers/phishing attempts; etc. 

www.ic3.gov

www.ftc.gov

 
There are a number of agencies and entities that have defined Credit/Debit Card Fraud, 

but we chose to present you with the definitions used by the Internet Crime Complaint 

Center (IC3) and the Federal Trade Commission (FTC). As you can see in both 
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definitions it comes down to the illicit taking of another’s credit card information for the 

purpose of charging purchases or making cash withdrawals from the victim’s account.  

Credit/Debit Card Fraud

How the card/information is obtained
Simple thievery
• Burglary of a residence, a vehicle, hotel room, etc.
• Pick-pocketing and other forms of larceny.
Dumpster diving
• Process of going through trash to look for valuable items or 

information.
Access to records
• Anyone in a position to obtain the personally identifiable 

information (PII) of another is in a position to perpetrate credit 
card fraud. 

 
There are a multitude of ways for thieves to gain access to credit/debit cards and/or the 

information needed to clone them. The next few slides will cover some of the more 

common ways that credit/debit cards are stolen or cloned. Once we have covered these 

topics we will take a look at some ways we can protect ourselves against this type of 

fraud. 

Credit Card Cloning (skimming)- is a technique whereby someone obtains your credit 

card details, copies them onto a bogus card and begins using the card. 

  

Simple thievery: Thieves can steal credit cards, statements, or other documents 

containing account information in a number of ways. Burglary of a residence, a vehicle, 

a briefcase, a hotel room, a gym locker; pickpocketing; theft of mail from a mailbox; and 

other forms of larceny all fall into this category. Once the card or information is obtained, 

the thief can successfully impersonate the legal owner of the credit card and run up 

charges. 

 

Dumpster diving: Often information we receive in the mail from our credit card 

company, contains enough sensitive information to provide an identity thief the 
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information needed to gain access to the account.  One good place for a thief to look for 

this information is the trash.  Unless the owner of the accounts is diligent about 

shredding documents like credit card statements, etc. they leave themselves vulnerable 

to having their account information compromised by any thief willing to sift through the 

garbage. 

 

Access to records: Essentially anyone in a position to obtain the personally identifiable 

information (PII) of another is in a position to perpetrate credit card fraud. The secretary 

at the personnel office, the records clerk at the hospital or doctor’s office, a bank teller, 

the clerical worker at your child’s school, a pharmacist or a clerical employee at a credit 

agency will have access to huge quantities of PII. 

 

Credit/Debit Card Fraud

How the card/information is obtained
Shoulder surfing
• The practice of looking over someone’s shoulder when they are at 

the ATM, or when they happen to be using their laptop to order 
something.

Social media
• People who fill in too much detail in their personal profiles in 

whatever version of social media they may be using, often 
unwittingly provide some or all of the PII needed. 

Change of address
• Most credit card statements contain a box to check to request a 

change of address and/or a second card for a family member. 

 
 
Shoulder surfing: This process can often produce enough information to gain access 

to a credit card or debit card account.  

 
Social media: Social media profiles can provide a substantial amount of information. 

One need not specifically state their date of birth in a profile form, if they post pictures of 

their latest birthday celebration for all their “friends” to see online. Other information that 
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can be obtained even if it’s not explicitly listed in the profile includes school and 

employment history, as well as family members’ names (including mother’s maiden 

name—commonly used as a verification question by credit card companies). A thief 

may even actively engage a target in online conversations, befriending them and 

persuading the target to provide the additional information needed to commit credit/debit 

card fraud. 

 
Change of address:.Once a thief has a credit card statement, they submit a change of 

address request and request a second card be issued. Credit card companies will often 

honor requests for a spouse’s card, and even solicit customers to include other family 

members on their account.  Such a request would typically not be investigated or 

verified by the credit agency and the thief would receive the new card and future 

statements at the new address.  Unless the legal card holder happened to notice the 

absence of monthly statements, it’s unlikely that they would notice what had taken place 

in time to prevent serious damage to their account.  

 

Credit/Debit Card Fraud

How the cards/information is obtained
Hotel scams
• Guests receive a call from the front desk stating the hotel 

computer is reported to have crashed and the guest is asked to 
verify their credit card information so the account can be updated. 

Routine everyday use
• Credit card information can be obtained by virtually any business 

by using a simple, commercially-available, palm-sized device that 
can read and record the information on the magnetic strip of most 
credit cards.

Hidden fees/Free trial offers
• People who fill in too much detail in their personal profiles in whatever 

version of social media they may be using, often unwittingly provide 
some or all of the PII needed. 

 
 
Hotel scam: The hotel scam is an emerging form of credit card fraud. A hotel guest 

receives a call on the hotel room phone from a person claiming to be the desk clerk. 
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The caller claims that the hotel computer has crashed, and asks the guest to verify his 

or her credit card information. Many victims simply retrieve their cards and provide the 

caller with the account number and three-digit key on the back. 

 
Routine everyday use: Most people use their credit and debit cards many times a day 

for grocery shopping, gas for the car, or just lunch or a coffee at the local coffee house.   

Simple palm sized devices are commercially available, that can read and record the 

information on the magnetic strip of most credit cards. Waitstaff and retail workers have 

been known to use these devices to obtain the information from customers’ credit cards 

when they pay for their purchases. The thief can swipe the card through the device so 

quickly and discreetly that few victims are able to catch the act. Once they have the 

information they can either use it to take over that person’s account or they can make 

their money by selling large quantities of PII to organized groups specializing in 

trafficking such information.  Thieves can also quickly photograph both sides of a credit 

card using a smartphone. 

 
Hidden fees/Free trial offers:  Credit card companies may advertise services like 

identity theft protection, reputation scanning, and cash back offers that require a reply in 

the negative if the cardholder wishes to avoid being enrolled—and incurring the costs. 

Warranties and service contracts can also involve continuing fees at the end of an 

introductory period if the cardholder fails to notify the company that the service is not 

desired. Cardholders can be hit with hidden shipping, handling, and packaging fees if 

they are not careful to read the fine print when making a purchase or participating in an 

online auction. 
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Credit/Debit Card Fraud

Credit/debit card fraud prevention
Could Dave have prevented the 
theft of his parents’ credit card 
information?

Maybe
• Check the mail daily
• Shred any documents or mail that 

contains personal identifiable 
information

 
Let’s go back and take a look at Dave’s situation. Is there anything he could have done 

to prevent his parents from being victimized? YES. As you can see on the screen there 

are a few specific things he could have done that may have prevented this from 

occurring.  

He could have:  

• Checked the mail daily versus every other day. 

• He could have shredded any documents or mail that contained personal 

identifiable information.  
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Credit/Debit Card Fraud

TIPS to avoid victimization
Shred documents containing Personally 
Identifiable Information

• Be aware of when bills are due and if a statement seems 
late, call the credit card company and inquire.  

• Scrutinize all credit card statements when they arrive and 
be sure you know what every charge is for and that it’s 
something you charged. 

• Look for discrepancies, i.e. things that you don’t recognize 
as resulting from something you purchased or a service you 
signed up for.

• Be sure to shred any statements when you are through with 
them, especially those that contain offers to transfer 
balances on document that look like pre-printed checks.

 
Now that we have covered some of the ways that your information can be obtained, let’s 

look at some tips to avoid credit/debit card fraud. 

 

Be aware that credit card statements often contain the necessary information for a thief 

to contact the card issuer, report the old card stolen, change the billing address, request 

a new card and exhaust your credit line before you are aware of the action.   

Credit/Debit Card Fraud

TIPS to avoid victimization
Other fraud protection practices
• Never give your account number to anyone on the phone unless you’ve 

made the call to a company you know to be reputable. If you’ve never 
done business with them before, do an online search first for reviews or 
complaints.

• Carry your cards separately from your wallet. It can minimize your losses if 
someone steals your wallet or purse. 

• During a transaction, keep your eye on your card. Make sure you get it 
back before you walk away.

• Report any questionable charges to the card issuer.
• Notify your card issuer if your address changes or if you will be traveling.
• Don’t write your account number on the outside of an envelope.
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• Never give account information to anyone over the phone unless you have 

initiated the call. 

• Carry only the cards you need to use when going out to the mall, store, or 

restaurant. 

• Keep a close eye on your card when it is being used for transactions. 

• Always keep a close eye out for questionable charges on your card statements 

and online banking. 

• Inform your bank or card issuer if you will be traveling. 

• Best practice is to not write your account information down on loose paper, 

envelopes, statements, etc.  

Credit/Debit Card Fraud

How to report a lost or stolen card
Lost card
• Call the card issuer as soon as you realize your card has been 

lost.
Stolen card and/or fraud
• Call the card issuer as soon as you realize your card has been 

stolen.
• Report the incident to your local law enforcement agency.
• File a complaint with Internet Crime Complaint center @ 

www.ic3.gov.

 
This slide covers what you should do if you have a lost or stolen card. As you can see 

there are different measures to take for both. If you have lost your card, it is best 

practice to immediately call the bank or card issuer as soon as you realize you have lost 

your card. 

For a stolen card or fraud, first call the bank to have the card disabled and then file a 

report with your local law enforcement. After those two tasks have been completed you 

should also file a complaint with Internet Crime Complaint Center.  
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Credit/Debit Card Fraud

QUESTIONS
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**Instructor Note: Ask the participants if they have any questions about credit/debit card 
fraud, prevention tips, or how to report this type of fraud.**   
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Computer Crimes 
Computer crimes can encompass many things. The threats most likely to be 

encountered by the average computer user include hacking, intrusion, and malware. 

These acts are intended either to damage a computer, or to access a computer system 

in order to take control of it or alter information from it.  

 
Hacking: Hacking is the unauthorized intrusion into the computer system of another, 

often with malicious intent. Hackers break into computer systems by exploiting security 

vulnerabilities such as poor configuration of web servers, disabled security controls, or 

poorly chosen or default passwords.  

 
Intrusion (Computer or Network): The unauthorized access to a computer system or 

network, usually with the intent to carry out malicious activity or obtain access to private 

information. 

 
Malware: Software used to disrupt computer operation, gather sensitive information, or 
gain access to private computer systems. 
 
Computer Crimes Presentation  

Computer Crimes

This project was supported by Cooperative Agreement Number 2013-CK-WX-K027 awarded by the Office of Community Oriented Policing Services, U.S. Department of Justice. The opinions contained herein are 
those of the author(s) and do not necessarily represent the official position or policies of the U.S. Department of Justice. Reference to specific agencies, companies, products, or services should not be considered 
an endorsement by the author(s) or the U.S. Department of Justice. Rather, the references are illustrations to supplement discussion of the issues.
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Computer Crimes

Meet Samantha
• Architect for an 

engineering firm
• Married
• College educated
• Computer savvy

 
 

Meet Samantha, an architect who currently works for a large engineering firm.  

 

Computer Crimes

Samantha Receives
an email from a friend

• Email doesn’t contain a 
message, only a link

• She thought maybe her 
friend was trying share 
something

• She clicks the link but it 
doesn’t work

 
Last week Samantha received an email from a friend on her work computer. When she 

opened the email there was a link in the email, but no message. She clicked the link 

thinking her friend was sharing something with her, but the link didn’t really go 

anywhere. At the time she really didn’t think anything about it.  



109 
 

 

Computer Crimes

Message from the FBI
• Samantha logs back onto her 

work computer
• A message from the FBI stating 

her machine has been locked 
due to violations of U.S. law

• In a panic, Samantha picks up 
a Green Dot card and loads it 
with $200 to pay the fine

 
 
Later that day Samantha logs back onto her computer to get some work done and is 

presented with this notice from the FBI stating that her computer had been locked due 

to the violation of the federal laws of the United States of America. Samantha begins to 

panic and worries that maybe her husband did something he shouldn’t have or 

someone remotely accessed her machine. Afraid to contact her employer, Samantha 

purchases a Green Dot Card and loads it with $200 to pay the fine.  
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Computer Crimes

Samantha pays the fine

• Following the directions on the 
screen, Samantha enters the card 
information

• After entering her card information 
the message disappears and she is 
able to use her computer

 
Samantha logs back on to her computer to pay the required fine in order to use her 

machine. After entering the card information, the message that appeared to be locking 

her machine disappears.  

Computer Crimes

Samantha calls 
her husband

• Samantha’s husband has only used the 
computer to check email

• He tells her she shouldn’t have paid 
the money and to call the FBI

• Samantha contacts the FBI only to find 
out that she was scammed out of $200

 
Concerned, Samantha calls her husband and tells him what happened and asks him 

about his use of her computer. He tells her that the he only used her computer to check 

his email. He is concerned too and tells her she shouldn’t have paid the money and that 

she needs to contact the police. 
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Computer Crimes

What is computer crime?
• IC3 – Computer Crimes are (1) crimes that 

target computer networks or devices 
directly or (2) crimes facilitated by 
computer networks or devices. 

• FTC – Computer Equipment and Software –
Problems with computer software, 
hardware, and computer equipment 
purchases; unwanted or unauthorized 
software installations and downloads; etc.

www.ic3.gov

www.ftc.gov

 
Computer crime is a very broad term that can have several meanings: 

 

•  A crime committed against a computer (computer as the target of a crime) 

•  A crime committed using a computer (computer as the instrument of crime) such 

as fraud or identity theft 

 Cybercrime (another broad term—this presentation will use it to mean hacking and 

phishing) 

Computer Crimes

Cyber threats
Hacking
The unauthorized intrusion into the computer 
system of another, often with malicious intent.

Intrusion (Computer or Network)
The unauthorized access of computer system or 
network usually with the intent to carry out 
malicious activity or obtain access to private 
information.

Malware
Software used to disrupt computer operation, 
gather sensitive information, or gain access to 
private computer systems.
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While cybercrime encompasses a broad spectrum of offenses, the threats most likely to 

be encountered by the average computer user include hacking, intrusion, and malware.  

 

Computer Crimes

Ransomware
A type of malware that encrypts the files on a computer’s hard drive and denies access to 
the user. A message on the screen offers to provide a decryption key when a ransom has 
been paid.

Tips to avoid victimization:
• Back up your hard drive frequently.
• Beware of messages from senders you don’t recognize. 
• Never open an attachment from a suspect source.
• Keep your antivirus and malware protection up to date. 
• Don’t pay. The scammers are very unlikely to undo the damage to your computer.
• Don’t reply. Communicating with criminals is always a bad idea.

 
Ransomware is a version of malicious software that is designed to do exactly what the 

name implies.  

Computer Crimes

Phishing Scams
A type of scam in which a scammer attempts to obtain sensitive information, money, or 
access to your computer system by appearing to be a legitimate company or individual. 

Phishing scams can come in the form of an:
• Email from governmental agencies, banks, utility 

companies, etc.
• Announcement that you have won the lottery, or 

inherited money from someone you don’t know.
• Advertisement offering to scan and clean the hard 

drive of your computer. 
• Can originate in the form of a phone call.

 
Most cyber threats and computer-related crimes are initiated by the use of some type of 

phishing scam. Phishing is a type of scam in which a scammer attempts to obtain 

sensitive information, money, or access to your computer system by appearing to be a 
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legitimate company or individual. In some instances, email accounts are compromised 

and then phishing emails are sent out to the contacts within the compromised email 

account. 

 

The end goal of all of these scams is to convince you to open their email, respond to 

their solicitation, and inquire as to how to go about collecting your winnings or take 

advantage of their free offer to rid your system of clutter and spyware.  As the term 

suggests, once you have taken the bait, you are hooked.  As with actual fishing, the 

person holding the fishing pole has no idea who or what will bite on their line.   

 

Computer Crimes

Social Engineering
Not all phishing attacks originate with a computer. Victims may get a phone call 
claiming to be from:

• A bank, claiming that personal account information needs to be updated or 
changed.

• An insurance company, threatening to drop coverage if personal information is 
not updated.

• A computer company (often Microsoft), claiming that the victim’s computer has 
been infected with a virus.

During the phone call, the scammer attempts to gain personally identifiable 
information, computer access, or bank account information.

 
 

Phishing scams don’t always arrive in the form of an email. Some can come in the form of a 

phone call which can be referred to as Social Engineering. The phone call will likely come from 

what seems to be a trusted source such as your bank, insurance company, or a large 

corporation. The intent of the phone call is to gain personally identifiable information, remote 

access to your computer, or the password to your bank account.  
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Computer Crimes

Could Samantha have prevented her situation?
YES

• Before clicking the link, she could have 
contacted her friend to verify that she 
sent the email.

• She could have called the FBI to verify 
the message before paying the fine.

 
Let’s go back and take a look at Samantha’s situation. Is there anything she could have 

done to prevent being victimized? YES. As you can see on the screen there are a few 

specific things she could have done that could have prevented this from occurring.  

 

 

Computer Crimes

TIPS to avoid victimization
• No legitimate bank or business requests personal information via email.
• No law enforcement entity sends official legal notices via email.
• No legitimate software company calls computer users regarding computer viruses.
• Don’t click ads that suggest you can speed up your system by logging on to a 

website and scanning for malware.
• Back up valuable files frequently.
• Use strong passwords and change them regularly.
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In general the best way to avoid becoming a victim of most computer related crimes is 

to be suspicious of literally every communication that comes to you via the internet.  If 

you don’t recognize the address of the communication, don’t open it. Shred any non 

essential papers, credit card solicitations, bank statements, monthly bills, and any 

account transfer offers. 

 

Computer Crimes

TIPS to avoid victimization
Certain types of communications are always a scam designed to entrap and victimize 
people.

• If you didn’t buy a lottery ticket, you didn’t win the lottery.
• If you have never visited a foreign country, no one there would entrust legitimate 

financial transactions to you.
• If you have never heard of the “uncle” who just passed away, you probably didn’t 

inherit his fortune.
• If it seems too good to be true, it probably is.

 

Computer Crimes

What to do if you are a victim
• Report the incident to your local law enforcement agency.
• File a complaint with Internet Crime Complaint center @ 

www.ic3.gov.
• Submit a consumer complaint with the Federal Trade 

Commission @ www.ftc.gov/complaint.
• If you were scammed by someone claiming to represent a 

business, be sure to notify the actual business (bank, credit 
card company, etc).
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Here is a list of ways to report computer crimes.  

Computer Crimes

QUESTIONS
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**Instructor Note: Ask the participants if they have any questions about Computer 

Crimes, prevention tips, or how to report this type of fraud.** 
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